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1. MACIIOPT PABOYEM NPOT'PAMMBbI
MEKANCHOUIIVIMHAPHOI'O KYPCA

1.1 O01acTh NPpUMEHEHUsI TPOTrPAMMBbI
PabGouas mporpamma MmexaucuuruinHapHoro kypca MJIK.04.03 OOGecneuenue
0€30MacHOCTH BEO-MPUIIOKEHUN sIBISEeTCS 00A3aTeNbHOM YacThi0 IMPOTPaMMBbI
MOJTOTOBKM CIIEHUAINCTOB cpenHero 3BeHa B coorBerctBuM ¢ PI'OC mo

CIICOHUAJIBHOCTH

CIIO 09.02.11

«Pa3zpaboTka © ympaBieHUE MPOrPaAMMHBIM

oOecrieueHneM». Pabouast mporpamma cocrapiieHa /uist 0O4HOU (POpMBI 00yUEHUS.

1.2 MecTo aMCOMIUIMHBI B CTPYKTYpe NPOrpaMmbl NOATOTOBKH
CIEeINUAINCTOB CPeIHero 3BeHa

VYuebnas aucrummmHa «MJIK.04.03 Oo6ecneuenne 0e30macHOCTH  BeO-
MPWIOKEHUN» BXOAMUT B cocTtaB npodeccruoHansHoro Moxyias IIM 04

[IpoexkTrpoBanue u pazpadboTKa BEO-MPUIIOKEHUN U ABJISIETCS MEKAUCIUTIIIMHAPHBIM
KYpPCOM B COCTaBe Mpo(heCcCUuOHAIBHOIO MOTYJIA.

1.3 HeJII/l H 3aJa9Y1 JUCHUIIIMHBbI — TpCﬁOBaHHH K pe3yjbTarTaM 0CBOCHMUA

JTUCHHUILINHBI:

B pe3ynpTaTe 0CBOCHHUSI TMCUUILIMHBI 00YUYaIOIHKACS TOJKEH

Kox OK, K

YMmerthb

3HaTh

Baaaerh HAaBBLIKAMH

OK 01
Br16upath crioco6s!
penieHus 3aaaq

pacro3HaBaTh 3aJauy
u/vim podiemMy B
npoeccCnoHaIbLHOM W/WITH

aKTyaJIbHBIN
npoecCUOHAIbHBIN 1
COLMAJbHBIN KOHTEKCT, B

MpohECCHOHANBHON | COIMATbHOM KOHTEKCTE, KOTOPOM MPHUXOUTCS
JeSITETbHOCTH aHAJIM3UPOBATH U paboTaTh U KHUTh
MPUMEHHUTENIBHO K | BBLACISTH € COCTaBHBIC CTPYKTYypa IJIaHa Jist
Pa3IUIHBIM 4acTu peleHus 3aj1ad,
KOHTEKCTaM; OMPECIIATh 3TAIIbI AJITOPUTMBI BBIITOJIHEHUS
pelIeHus 3aauuy, pabot B
COCTaBIIAThH ITAH mpodeCCHOHATBHON U
NEHCTBHS, PEATM30BBIBATh | CMEKHBIX 00JIACTSIX
COCTaBIICHHBIN TIIaH, OCHOBHBIC UCTOYHHKH
OTIpeeTSATh HEOOX0UMbIE | MH()OPMAIIUU U PECYPCHI
pecypcsl JUTS pEIlIeHUs 3a/1a4 1/ UiTu
BBISIBIISITH U 3 dektuBHO | pobiem B
WCKaTh UHPOPMAIIHIO, npoeccnoHaTbLHOM W/WITH
HEOOXOIUMYIO ISt COIMaIHbHOM KOHTEKCTE
PEIICHHUS 3a7auu ¥/WiIn METOIbl pabOTHI B
poOIEMBI npodeCcCHOHANBHON U
BIIAJIETh aKTyaJbHBIMU CMEXHBIX chepax
METOoJIaMU paboTHI B MTOPSIZIOK OIICHKU
npodecCHOHANEHON U PE3YJIbTaTOB PEIICHUS
CMEXHBIX chepax 3a51a4 npodeccuoHaIbHON
OIICHUBATh PE3yJIbTaT U JESTeIbHOCTH
MOCJICACTBHSI CBOMX
JeicTBAN
(caMOCTOSATENBHO WU C
TTOMOIIFI0 HACTABHUKA)
OK 02 OTIPEIEIATE 3a0a9H JIS HOMEHKJIaTypa
Hcnomp3oBaTh rmoricka MH(OpMaInH, MH(OPMAITMOHHBIX




COBpEMEHHBIE TUTAHUPOBATH TIPOLIECC HUCTOYHUKOB,
CpeZACTBa IIOMCKA, IIONCKA, BEIOUPATh IIPUMEHSIEMBIX B
aHanu3a u HEOOXOIUMBIE HCTOYHUKU | POQeCcCHOHAITBLHON
HWHTEpIpETaANH HHPOpPMALTUH JeSITeTbHOCTH
nHpOpMaITUH 1 BBIZICIITH Hanbouee TIPHEMBI
nHGOPMALMOHHBIE | 3HAYMMOE B IIEpEUHE CTPYKTYpUPOBaHHUS
TEXHOJIOTHH AJIS WHPOPMALUH, nHpOpPMaLIUH
BBITIOJIHEHMS 33124 | CTPYKTYpPHPOBATh ¢dbopmar ohopmiieHHS
po¢eCCUOHANBHON | MMOJTyYaeMyro pe3yIbTaTOB MOUCKA
JeSITENbHOCTH; nHpOpPMALUIO, OPOPMIIAITE | HHPOPMALTUH
pe3ybTaThl IOUCKA COBpEMEHHBIE CPEICTBA U
OLIEHMBATh MPAKTHUECKYIO | YCTPOHMCTBa
3HAYMMOCTh Pe3yJbTaTOB | MH(pOpMaTH3aLUH,
MONCKa MOPSIIOK MX MPUMEHEHHUS 1
MIPUMEHSTDH CPEACTBa MIPOTpaMMHOE
nH(OPMAITMOHHBIX obecrnieveHue B
TEXHOJIOTHI AJIS peieHus | MpodecCHOHANLHON
Mpo¢eCcCCHOHANBHBIX 33Ja4 | ACATEIbHOCTH, B TOM
HCIOJb30BaTh yrcie uugpoBbie CPeaCcTBa
COBpEMEHHOE MICUXOJIOTHYECKHE OCHOBEI
MpOrpaMMHOE JEeSITETbHOCTU KOJUICKTHBA
o0ecrieyeHue B
npoeccnoHaIbHON
JeSITENIEHOCTH
HCTIONB30BaTh Pa3IUuHbIC
r(pOBEIe CPEICTBA IS
peleHus
podheCcCHOHANBHBIX 3a/1a4
OK 05 IPAMOTHO U3J1araTb CBOU MpaBujIa HOCTPOCHHUS
Ocy1mecTBisTh MBICIIH ¥ 0OPMIISTD YCTHBIX COOOIICHUI
YCTHYIO U JOKYMEHTBI T10 0COOEHHOCTH COIMATBHOTO
MUCbMEHHYIO npodeccuoHaIbHON U KyJIbTYPHOI'O KOHTEKCTa
KOMMYHHKAIIMIO HA | TeMaTHuKe Ha
TOCYJJApPCTBEHHOM | TOCYIAPCTBEHHOM SI3bIKE

s3bIKe Poccuiickoit
®denepauuu ¢
Y4eTOM
0coOeHHOCTEH
COLMAILHOIO U
KYJBTYPHOT'O
KOHTEKCTA;

MPOSIBJIATH TOJEPAHTHOCTD
B paboueM KOJUIEKTHUBE

OK 09
ITons30BaThCA
npodeccuoHaIbHON
JIOKyMEHTAaIuen Ha
rOCyJapCTBEHHOM U
HWHOCTPAaHHOM
SI3BIKAX.

HOHUMATE OOIIHIT CMBICIT
YETKO MPOU3HECEHHBIX
BBICKa3bIBaHUI Ha
HU3BECTHBIC TEMbI
(mpodeccronaIbHBIE U
OBITOBBIE), IOHUMATh
TEKCTHhI Ha 0a30BbIC
npodeccuoHaIbHbIC TEMbI
y4acTBOBATh B JAUAJIOTaX
Ha 3HAKOMBIC 001ITHE U
npodeccuoHaIbHbIC TEMbI
CTPOUTH MPOCTHIC
BBICKa3bIBaHUS O ceOe U 0
cBoei npodeccnoHATBHON
JESATSILHOCTH

KpaTko 000CHOBBIBATH U

MIpaBUJIa IOCTPOCHUS
MIPOCTHIX H CIIOKHBIX
NpeJIOKEHUN Ha
npodeccuoHaabHbIC TEMbI
OCHOBHBIE
o0mIeynoTpeOuTeNbpHEIC
rinaross! (ObITOBast U
npodeccuoHabHas
JIEKCHUKA)

JIEKCUYECKUI MUHUMYM,
OTHOCSIIUICS K OIUCAHUIO
MPEIMETOB, CPEACTB U
MPOLIECCOB

PO ECCHOHATTEHOM
JIESATSIILHOCTH
0c00EHHOCTH

4




OOBSICHATH CBOM JICHCTBUS
(Texymrue u
IJIaHUPYEMBIE)

MUCaTh MPOCTHIC CBS3HBIC
COOOIIIEHNS Ha 3HAKOMBIE
WA UHTEPECYIONIHe
po(ecCHOHATbHBIC TEMBI

MPOU3HOIICHUS
MpaBHIa YTCHUS TEKCTOB
npodeccuoHambHON
HAMPaBICHHOCTH

I1IK.4.1
PazpabarteiBath
TEXHUIECKOE
3a7aHne Ha BeO-
MPHIOKEHHUE B
COOTBETCTBHH C

MPOBEJICHUE
AQHKETUPOBAHHS U
WHTEPBHIOUPOBAHUS JUTS
BBISIBJICHUS TPEOOBaHUI
3aKa3uuKa.

opopMIICHHE TEXHHIECKON

WHCTPYMEHTHI H METO/IbI
BBISIBIICHUS TPeOOBaHMIMA
3aKa34mKa K BeO-
MIPUIOKEHUIO.

THUIIOBBIC PEIICHUS 10
pa3paboTKe BeO-

cOOp mpeaBapUTEIILHBIX
JIAHHBIX JUTSI BBISIBIICHHS
TpeOOBaHMIt K BeO-
MPUIIOKEHHIO.
orpeieieHue
MEepBOHAYATLHBIX

TpeOOBaHUSIMH JOKYMCHTAIIH B MIPUIIOKCHUH. TpeOOBaHUI 3aKa3unKa K

3aKa34uKa. COOTBETCTBHU C HOPMaMU | HOPMBI U CTaHAAPTHI BEO-TIPUIIOKEHUIO U
U CTaHAApTaMHU. oopMIIeHHUS TEXHUYECKOH | BO3MOXKHOCTH HX
OCYIIECTBIIEHUE BbIOOpA JOKyMEHTallUH. peanuzanuu.
OJTHOTO M3 TUTIOBBIX TIPUHIMIIBL no100p ONTHUMAaIbHBIX
peleHuii o pa3padoTke MIPOCKTHUPOBAHUS U BapUAHTOB peaIN3aLH
BeO-TIPUITOKEHAN. pa3paboTku 3a]1a4 ¥ COTJIACOBAHHE UX
pabota co WH(POPMALMOHHBIX CUCTEM. | C 3aKa3YHKOM.
CHEeLUATN3UPOBAHHBIM pa3paboTKa TEeXHUIECKOrO
MIPOTPaMMHBIM 3aJjaHus Ha BeO-
obecrieueHueM s MPUIOKEHHUE B
TUTAHUPOBAHUS BPEMEHU U COOTBETCTBHH C
OpTraHM3aNnN PabOTHI C TpeOOBaHUAMHY 3aKa3UHKa.
KIIMCHTaMH.

[IK.4.2 pa3pabaTtbiBaTh SI3BIKY IIPOrPAMMUPOBAHUS | BBIIIOJIHATH BEPCTKY

PazpabatbiBath MPOTPaMMHBIN KOJ U pa3MeTKH IS CTpaHHIl B€O NPUIIOKEHUH

B66—HpI/IJ'IO)KeHI/I$I B
COOTBETCTBHUU C
TEXHUYCCKUM
3aJaHHUECM.

KJIIMEHTCKOU U CEPBEPHOMU
4acTu BEO-TPUIIOKCHUH.
WCIIONIb30BaTh SI3BIK
Pa3METKH CTPaHMIL
BEO-TIPUIIOKECHUS
oopMiATh KO
MIpOTrpaMMsl B
COOTBETCTBHHU CO
CTaHIapTOM KOJIMPOBAHUS
WCTIONB30BaTh OTKPBITHIE
OubIMOTEKN U
(bperiMBOpKHU
WCTIONTb30BaTh BHIOPAHHYIO
cpely MporpaMMHUpPOBaHU
U CPENCTBA CUCTEMBI
yIpaBieHus 6a3amMu
JAHHBIX

OCYIIECTBIISTH
B3aNMOJICHCTBHE
KJINEHTCKOW U CEPBEPHOM
qacTeil BeO MpuiIoKeHuit
pa3pabaTeIBaTh KO
NH(POPMALMOHHBIX CUCTEM

pa3paboTKH KIMEHTCKOM 1
CEPBEPHOM 4acTH BeO-
MIPUIIOKEHUI

MPUHIUITEL PA0OTHI
00BEKTHOI MOJIETH BeO-
MIPUIOKEHUH 1 Opay3epa
OCHOBBI TEXHOJIOTHH
KITUCHT-CEPBEP
TEXHOJIOTHH Pa3paboTKu
CEpBEPHOM YacTH
0COOEHHOCTH
oToOpakeHus BeO
MPUIIOKEHUHN B pazMepax
pabouero mpocTpaHcTBa
YCTPOWCTB

0COOEHHOCTH
0TOOpaXEeHHUs SJIEMEHTOB
WP B pasznnyHbIX
Opaysepax. 0COOCHHOCTH
BBIOpAaHHOM Cpefbl
MIPOrpaMMHUPOBaHUS U
CHCTEMBI YIIPaBIICHUS
0azamMu TaHHBIX

KOJMPOBATh Ha S3bIKaX
BeO MPOrpaMMUPOBAHUS
pa3pabaTsiBaTh 0a3bl
JTAaHHBIX

WCTIOJIb30BaTh
CHelHaNbHbIE TOTOBBIE
TEXHUYECKUE PEIICHUS
mpu pa3paboTke BeO
HPUIIOKEHUN

BBIMOJTHSATH Pa3paboTKy
WHPOPMALMOHHBIX CUCTEM
pa3pabaThiBaTh
uHTEpeiic MoIb30BaTesI
paspabaTeIBaTh
aHMMaLOHHBIE 3P PEKTHI
pa3pabaThiBaTh
uHTEpPENCH
MOJI30BATENIS, HCIIOIB3YS
CYIIECTBYIOIINE HAOOPBI
CTHIIEH, TaKHe KaK
Bootstrap mim Foundation,
JUTSL CO3JIAaHHS
MPUBJICKATEIBHOTO U

pa3pabaTsiBaTh SI3BIKH TPOTPaMMUPOBAHUS | COTJIACOBAHHOTO
MPOTPaMMHBINA KOJT Y Pa3METKH IS BU3YaJIIBHOTO
KJIIMEHTCKOU 4acTH BeO- pa3pabOTKH KIUCHTCKON B | oopMITeHHS.
TIPIJIOKEHUH. CEpBEpPHON 4acTu BeO MPUMEHEHUE

0 OpPMIIATE KOJI MIPIJIOKEHUH. MIPETyCTAHOBJICHHBIX




MIPOrpaMMBbI B
COOTBETCTBHH CO
CTaHIAPTOM KOJHPOBAHMUS.
HCTIONB30BaTh 00BEKTHBIC
MOJIENTH BeO TIPIITOKCHHIA
u Opaysepa
pa3pabaThiBaTh aHUMAIIHIO
U151 BeO TPUIIOKEHUH IS
TIOBBIIIIEHHSI €70
JNOCTYITHOCTH U
BU3YyaJIbHON
MIPUBIIEKATEITHHOCTH
WCTIOJTF30BaHNE OCHOBHBIX
MPUHIUIOB TU3aiiHa
nHTepdetica moap30BaTems
Y YTIPaBJICHUS CTHIISIMH,
npeaoCTaBIsICMbIMHA
Habopamu.
WCTIONTb30BaHIE TOTOBBIX
KOMITOHEHTOB U CTHJIEH
Uit 3¢ (HEKTUBHOM U
OBICTpOIt pa3paboTKu
nHTepdetica.

CIIOCOOHOCTD
aJanTupOBaTh U
HACTpanBaTh CTHIH U
DJIEMEHTHI YIIPaBICHUSA
JUISL IOCTHYKEHUSI
KEJIaeMOT0 BU3YaIIbHOTO
a¢dhexTa u COOTBETCTBUS
JM3aliHy

MIPUHIIUTIBL PA0OTHI
00BEKTHON MOJIENH BeO-
MIPIIOKEHUH 1 Opay3epa
TEXHOJIOTHH JIJIS
pa3pabOTKH aHUMAITHH
CHOCOOBI MAHUTTYJISIIIAU
3JIEMEHTaMH CTPaHHMIIBI
BEO-TPUIIOKECHUS

BUJIbl aHUMAIIUU U
CHOCOOBI €€ MPUMECHEHHUS.
3HaKOMCTBO C
CYIIECTBYIOIIMHA
Ha0OpaMu CTUJICH, TAKIMHU
kak Bootstrap, Foundation,
Material Ul u gpyrue.
MOHUMAHHE OCHOBHBIX
KOHIEMIIUN 1
BO3MOXHOCTEH
MPEIOCTABIIAEMBIX
Habopamu CTHIICH U
9JIEMEHTOB yIPaBIICHHSL.
3aanne CSS u JavaScript
JUIs1 HACTPOUMKU U
paclupeHus CTUIER U
3JIEMEHTOB YIIPABIICHHS B
BBIOpaHHBIX HaOOpax

3JIEMEHTOB YIIPaBIICHHUS,
TaKUX KaK KHOTIKH,
(hOpMbI, MEHIO | T.JI.,
MPEIOCTABIIAEMBIX B
BBIOpAHHBIX HAOOpax
cTuiei.

aJanraiys U HacTpoiika
CTWJICH W 3JICMEHTOB
YIpaBIeHUS C
ucnonb3zoBanueM CSS u
JavaScript

[1K.4.3
Ocy1iecTBIATh
TEXHUYECKOE
COIIPOBOXK/ICHUE U
BOCCTAaHOBJICHUE
BeO-TIPUIIOKEHUH B
COOTBETCTBHU C
TEXHUYECKUM
3aJJaHHEM.

BBIOMPATh XOCTHHT B
COOTBETCTBHH C
napamerpamu BeO-
MPUII0KECHUS

COCTaBJIATh
CPaBHUTEJIBHYIO
XapaKTepUCTUKY
XOCTHUHIOB H
BBIJICJIEHHOT'O
BUPTYaJIbHOTO cepBepa
MMOHMMaHWe TPeOOBaHUH U
notpeGHoOCTEH BeO-
MIPIITIOKEHUH JITsl BBIOOpa
HanboJIee MOIXOSIIETO
METO/Aa U TEXHOJIOTHH
pa3MeneHHs.

HaBBIKM HACTPOUKHU U
KOH(UTypaluu cepBepoB
U1 o0ecrieueHust
cTaOUIbHON paboThI BEO-
MPUITOKEHUN
CIOCOOHOCTH MOHUTOPHUTD
U aHAJTM3HPOBATh
MIPOM3BOAUTEIEHOCTE BEO-
NPUIOKEHUHN IS
ONITUMH3ALUH U

XapaKTEePUCTUKH, THITBI 1
BH/IBI XOCTHHTOB

METOBI M CIIOCOOBI
nepeaayn nHPOpPMaIum

B cetu HTEpHET
YCTPOMCTBO H paboTy
XOCTHHT-CUCTEM

3HAHWE Pa3INIHBIX
METOAOB ¥ TEXHOJIOTHH
pa3MmernieHust Beo-
MPUIIOKEHUHN, TAKUX KaK
Buptyanuzauus (VMware,
Hyper-V),
KOHTEHHEpU3aLus
(Docker, Kubernetes),
o0navyHble TIaTPOPMBI
(AWS, Azure) u T.1.
[MOHMMAaHWE TIPUHITUTIOB
paboThI BeO-cepBepoB, 0a3
JAHHBIX U APYTUX
HEe00XOINMBIX
KOMIIOHEHTOB JJIsI
pa3MernieHus Beo-
MIPUITOKEHUH.

3HaHUE METOHOB
0€3011aCHOCTH M 3aIIUTHI

yCTaHABJIUBATh U
HacTpauBaTh BeO cepBepHI,
CYB/I mist opranmu3anuu
paboThI BeO-TIPUITOKEHHUIH
WCTIOJIb30BaTh
WHCTPYMEHTAJIbHBIC
cpencTBa KOHTPOJIS
BEpCUi UCXOHOrO KOJIa U
0a3 JaHHBIX

MPOBOJUTH PAOOTHI 110
pe3epBHOMY
KOIMPOBAaHUIO BEO-
HPUIOKEHUN

BBIIOJIHSATH PETUCTPALINIO
1 00pabOTKy 3aIlpocoB
3aKa34yMKa B CIyx0e
TEXHUYECKOHN MOJIEPIKKHU
HaCTpoiiKa U1
WCTIONIb30BaHHUE CPEICTB
MOHHMTOPHHIA COCTOSTHHS
HHPPACTPYKTYPHI, TAKAX
Kak Zabbix, Observium,
Hakta Heartbeat u npyrux.
CO3/IaHUE U HACTpOiiKa
MOHHUTOPHUHTOBBIX
11a0JIOHOB IS




YITyqIIeHUs paboThI
MOJIKITIOYATh U
HACTpPauBaTh CUCTEMBI
MOHHUTOPHHTA PadOTHI
Beo6-mmpmtoxenuit u coopa
CTaTHCTUKH €T0
HCTIONB30BaHUSA
yCTaHABIIUBATh U
HacTpamBaTh BeO cepBepa,
CYB/l nns opranuzanuu
paboThl BeO-MTPUIIOKEHUIH
paboTath ¢ cuCTeMaMu
Helpdesk

BBISICHATH U3 O€Cellbl ¢
3aKa3YMKOM U TIOHUMATh
MIPUYUHBI BO3HUKIIIAX
ABapUIHBIX CUTYALMH C
WHPOPMALTMOHHBIM
pecypcom
aHaJIM3UPOBATh U PelIaTh
THUTIOBBIE 3aIIPOCHI
3aKa34YMKOB. BHITIOIHATH
periaMeHTHbIE
POy Pl IO
PE3EePBUPOBAHUIO TAHHBIX
YCTaHaBIUBaTh
MPUKIIATHOE
MpOrpaMMHOe
obecrniedeHue s
pe3epBUpoBaHUs BEO
MPUIIOKEHUN

MMOHMMAaHHWE TIPUHITUIIOB
PpaboThI U APXHUTEKTYPHI
CpeACTB MOHUTOPHHTA
COCTOSTHUS
WH(GPACTPYKTYPEHIL.
yYMEHUE HACTPanBaTh
MOHHUTOPUHTOBBIC
rapaMeTpsl 1 METPUKHU B
COOTBETCTBHU C
TpeOOBAHUAMU U
MOTPEOHOCTIMHU
UH(GPACTPYKTYPHIL.
CIIOCOOHOCTH
aHaJM3UPOBATH IAHHBIC
MOHHUTOpPHHTA U
MPUHUMATh JTSHCTBUS IS
yCTpaHEeHHS MpodIeM 1
MTOBBIIICHHS
MPOU3BOJUTEIBHOCTH.

JAHHBIX TIPY Pa3MEIeHUN
BEO-TIPIITOKCHHIH B CETH.
OCHOBHBIE TIOKa3aTeNN
ncnonb3oBaHus Beo-
TIPUIIOKEHUH M CTIOCOOBI
WX aHajm3a

periaMeHTsl padoT 1o
pe3epBHOMY KOITMPOBAHHIO
Y Pa3BEePTHIBAHUIO
pe3epBHOI Konui BeO-
MPUIOKEHUH. CIOCOOBI 1
CpeICcTBa MOHUTOPHHTA
paboTHI BEO-IPUIIOKEHUN
METOABI pa3BePTHIBAHUS
BeO-CITy’KO U CepBEpOB
TIPUHIIATIEI OpTaHU3AIIH
paboThI iy KOBI
TEXHUYECKOHN NOJIEPKKH
00TI1I¥ie OCHOBBI PEIICHUS
MPaKTUYECKUX 3aj1a4 110
CO3JIaHHIO PE3EPBHBIX
KOIIHIA

3HAKOMCTBO C OCHOBHBIMHU
(yHKIMOHATBHBIMU
BO3MOXXHOCTSIMH U
WHCTPYMEHTaMH CPEZCTB
MOHUTOPHHTA, TAKAX KaK
Zabbix, Observium, Hakta
Heartbeat u mpyrux.
[MOHMMAaHUE TIPUHITUIIOB
cOopa 1 aHaJIM3a TaHHbBIX
MOHHUTOPHHTA IS
BBISIBJICHHSA TTPOOIIEM U
MIPOTHO3UPOBAHUS
MPOU3BOUTEIHHOCTH
UH(PACTPYKTYPEHIL.
3HaHUE METOIOB
HACTPOWKH U
ONITHMU3AIINU CPEJCTB
MOHHUTOPHHTA IS
JOCTYDKSHUS
MaKCUMAaIbHOU

s dexkTuBHOCTH U
TOYHOCTH JIaHHBIX.

OTCIIEKHUBAHUS
Pa3IMYHBIX TapaMETPOB U
METPHUK HHQPACTPYKTYPEI.
KOH(UTypauus 1
HacTpoOMKa yBeTOMIICHUI
U OTIOBEICHUN IS
MOHHUTOPHHIA COCTOSHUSI
HHPPACTPYKTYPHI.
aHaNIN3 ¥ UHTEPIpETAIHs
JAaHHBIX, COOpPaHHBIX C
TOMOIIBIO CPENICTB
MOHHUTOPHHTA, JUIS
BBISIBIICHHS TIPOOIIEM H
yIyYIIEeHHS
MPOU3BOIUTEIEHOCTH
myOIMKOBaTh BEO-
MpUIOKEeHUs Ha Oaze
XOCTHHTA U
BBIZICTICHHOTO
BUPTYaJbHOTO cepBepa B
cetu HTEpHET
pasMerienne Beo-
MPUIOKEHUHN B CETH C
WCTIOJIb30BaHHEM
Pa3IHMYHBIX METOIOB U
TEXHOJIOTHH, TaKMX KakK
BUPTyaJH3anus,
KOHTEHHEpU3aLusl,
obnadHbIe 1aT)OPMEI H
T.JI.

HacTpoMKa 1
KOH(UTypanus cepBepoB
JUISL XOCTHHTA BEO-
HNPUWIOKEHUH, BKIIIOUYast
YCTaHOBKY HEOOXOIMMOTO
POrPaMMHOTO
obecrieyeHus, HACTPOUKY
CETEBBIX MTapaMeTpOB U
0e301acHOCTH.
yIpaBJIeHUE U
MOHHTOPHUHT paboTHI BeO-
MPUIOKEHHUH, BKIIOYast
OTCJIEKUBAHUE
JIOCTYITHOCTH 1
MPOU3BOIUTEIHHOCTH,
pe3epBHOE KOMMPOBaHHE
JIAaHHBIX U OOHOBJIEHUE
MPOTPaMMHOTO
oOecrieyeHusl.

perenue npooiem,
CBSI3aHHBIX C
pasMelieHneM Beo-
NPUIIOKCHUH, TAKUX KaK
HETIOJIaIKN B paboTe
cepBepoB, COOM B CETH
WM TIPOOJIEMBI C
0€30MacHOCTBIO.




[K.4.4
ITponzBoaUTHL
TECTUPOBAHUE
pa3paboTaHHOTO
BEO-TIPHITOKCHUS.

BBITIOJIHATH OTAAIKY U
TECTHUPOBaHHE
MpPOTrpaMMHOro Koja (B
TOM YHCIIE C
HCIOJIb30BaHUEM
HHCTPYMEHTAIBHBIX
CPEICTB)

BBITOJIHATH OIITUMH3ALINIO
1 pedaKkTOPHHT
MPOTPaMMHOT0 KoJa
KOAMPOBAaTh Ha
CKPHIITOBBIX SI3bIKAX
[IPOTPaMMHUPOBAHHUS.
TECTHPOBATH BeO-
MIPUIIOKEHUS C
HCTIONBb30BAaHUEM TECT-
TJIaHOB

MPUMEHSTh HHCTPYMEHTBI
MOJTOTOBKU TECTOBBIX
JAHHBIX

BBIOMpATh U
KOMOWHHUPOBATh TEXHUKU
TECTUPOBAHUS BeO-
MPUIIOKEHUN

paboTaTh ¢ cuCTeMaMu
KOHTpOJIS BepCuil B
COOTBETCTBHU C
periaMeHToM
WCTIOJIb30BaHMS CUCTEMBI
KOHTpOJISL BepCuit
BBITIOJIHATH ITPOBEPKY BEO-
MPUIOKEHUS 10
TEXHUYECKOMY 3aJIaHHIO

CEeTEeBbIEC TPOTOKOJIBI U
OCHOBBI Web TeXHOJIOTHIA
COBpPEMEHHbBIE METOHKH
TECTUPOBAHHS
PrOHOMUKHU
10JIb30BATENIbCKUX
UHTEpQEHcoB

OCHOBHBI€ TTPHUHIIHIIBI
OTJIaJKU U TECTUPOBAHUS
MPOTPaMMHBIX ITPOAYKTOB
METOZBI OpraHnu3alH
paboTHI IPH MIPOBEACHUH
IIPOLETyP TECTUPOBAHUS
BO3MOXHOCTH
HCIIONb3yEMOU CUCTEMBI
KOHTPOJIS BEpCUH U
BCITIOMOT'aTCJIbHBIX
HUHCTPYMCHTAJIBHBIX
MIPOTPaMMHBIX CPEICTB
JUTsE 00pabOTKU UCXOTHOTO
TEKCTa MPOTrPaMMHOTO
KOzAa

periaaMeHT UCTIONb30BaHUS
CUCTEMBI KOHTPOJISL BEpCUl
MIpeIMETHYI0 00J1acTh
MIPOEKTA AJIsl COCTABJICHUS
TECT-TIAHOB

HCIIOJIL30BaTh
WHCTPYMEHTAIbHbIC
CpeacTBa KOHTPOJIS
BepcUii 1 0a3 TaHHBIX,
yuera nedexkToB
TECTHPOBATh BEO-
MPWJIOKEHUS C TOUKU
3pEHHUS JIOTHIECKOM
[EIOCTHOCTH
TECTHPOBATh UHTETPALHIO
BEO-TIPUIIOKCHUS

C BHEUTHHMH CEPBUCAMH U
YYETHBIMH CUCTEMaMH

[1IK.4.5
OcCymIecTBIAT
ayJIuT
0€e301acHOCTH BEO-
MIPUIOKEHUS B
COOTBETCTBHUH C
pErJIaMeHTOM I10
0€3011aCHOCTH.

OCYIIECTBIISTD ayJUT
Oe3omnacHOCTH BeO
MPUIOKEHUN
MoauuIrpoBaTh BeO-
MPUIOKEHHUE C TIEITBIO
BHEAPEHUS IPOTrPAMMHOTO
KO/1a 110 00ecIieYeHHUI0
0e301acHOCTH ero paboThI
CIIOCOOHOCTH MTPOBOINTH
ayauT 6e301acHOCTH BeO-
HNPUIOKEHUH, UCTIOIb3YS
pa3InYHbIe UHCTPYMEHTBI
1 METOJIbI, TAKHE KaK
CKaHMPOBaHHE
YSA3BUMOCTEM,
TECTHPOBaHHE Ha
MIPOHUKHOBEHHE U aHAJIN3
KoJIa.

HaBBIKM aHAJIM3a
MOJTYYCHHBIX PE3YIbTaTOB
ayIuTa U TECTUPOBAHUS
Ha IPOHUKHOBEHHE AJIs
OTIpeIeIICHHS
ySI3BUMOCTEH M PUCKOB

HUCTOYHUKHU YIPO3
WHPOPMALTUOHHON
0€e301acHOCTH ¥ MEPHI TI0
WX TIPEIOTBPAIICHHIO
pErJIaMeHTBI B METO/TbI
pa3paboTku 6e30macHbBIX
BeO-TIPUIIOKEHUN

3HAHUE PA3JINIHBIX
HMHCTPYMEHTOB U METOJIOB
JUTSL TIPOBEJICHHUS 2y IUTa
6e3omacHoCTH BeO-
MIPUIIOKEHUH, TAKUX KaK
CKaHEPHI YsI3BUMOCTEH
(Nessus, OpenVAYS),
HHCTPYMEHTBI
TECTUPOBAHHS HA
MIPOHUKHOBEHUE
(Metasploit, Burp Suite) u
aHanu3 koza (SonarQube).
MOHMMAaHWE OCHOBHBIX
YA3BUMOCTEN U PUCKOB
Oe3omacHOCTH BeO-
MIPIIOKEHUH, TAKUX KaK
MHBEKIINH, MEKCANTOBBIN

obecrieynBaTh
Oe3omnacHy 1
Oecriepe0oitHyI0 paboTy
OCYIIIECTBIICHHE ayUTa
0e30macHoCTH BeO-
MPUIIOKEHUS B
COOTBETCTBHH C
pETIIaMEHTOM 10
0e301acHOCTH.
UAeHTU(DUKALINS
MOTEHITMATBHBIX
YS3BUMOCTEN M PUCKOB
0e3omacHOCTH BeO-
MPUIIOKCHUSI.
MIPOBEIEHIE
TECTHPOBAHUS Ha
MPOHUKHOBEHHE JIJISI
MIPOBEPKH YPOBHS 3aIHTHI
BEO-TPUIIOKECHUS.
aHaJIN3 MOJYYCHHBIX
pe3yIbTATOB Ay IUTa U
TECTHPOBaHUSI Ha
MPOHUKHOBCHUE IS
onpeaeneHus ciadbIx




0e30IMacHOCTH.

YMEHHE MPeI0CTABIISATh
OTYETHI ¥ PEKOMCHIAINH
0 YJIYYIICHUIO
0€e301acHOCTH BeO-
MPUIIOKEHNUNA Ha OCHOBE
MTPOBEJICHHOTO ayIUTa.

CKPUIITUHT, TOAAETIKA
3alpOCOB MEXY caliTaMu
U T.1.

3HAaHHE METOOB U
pEeKOMEH ALK 10
YCTpPaHEHUIO YSI3BUMOCTEN
Y TIOBBIIIEHUIO
6e3omacHoCTH BeO-
MPUIIOKEHUNA Ha OCHOBE
pe3yJIbTAaTOB ayIuTa.

MeCT U PEKOMEHIalU o
WX YCTPaHEHHIO.

[IK.4.6
MoaepHu3upoBaTh
BEO-TIPHITOKCHHS C
Y4eTOM IPaBUII U
HOPM TIOJITOTOBKH
nH(pOPMAITUH IS

IIOHUCKOBBIX CHCTCM.

MOJIUGPHUIHIPOBATH KOJI
BEO-TIPIITOKCHIS B
COOTBETCTBHH C
TpeOOBaHUSAMU H
periiaMeHTaMi IMMOUCKOBBIX
CUCTEM. pa3MelaTh
TEKCTOBYIO U
rpaduyuecKyto
nH(pOpMAIUIO Ha
CTpaHUIaX BeO
NIPUIIOKECHUS
penaktupoBats HTML-
KOJI C UCTIOJIb30BaHUEM
cucTeM
aIMUHUCTPUPOBAHUSL.
[Iposepsste HTML-kon Ha
COOTBETCTBHE OTPACIIEBbIM
CTaHJapTaM

CIIOCOOHOCTH
aHAIIM3UPOBATH U
OINITUMH3NUPOBATH KOHTCHT
BEO-TIPUIIOKEHHN C
y4eToM TpeOoBaHUit
MTOUCKOBBIX CHCTEM.
HAaBBIKU UCIIOJIB30BaHUA
WHCTPYMEHTOB IS
aHaJIM3a KIFOYEeBBIX CIIOB,
aHaJ3a KOHKYPEHTOB U
MOHHUTOPHHTA TTO3UIHH B
MOUCKOBOH BBIAAYE.
yMeHHe pa3pabaTeiBaTh U
peanu3oBeBaTh SEO-
CTpaTeruu AJsi
IIOBBIIICHUA BUAUMOCTHU
BEO-TPUIIOKECHUH B
MONUCKOBBIX CHCTEMaXx.

0c00eHHOCTH paboTHI
CHCTEM YIpPaBJICHUSI
caitamu

TIPUHIHITBI
(YHKIMOHUPOBAHHUS
MOWCKOBBIX CEPBUCOB U
0c00EeHHOCTH
ornruMusauuu Beo-
NPUIOKEHUN NOJT HUX
(SEO)

METOABI ONTHMHU3AINN
Beb-npunoxenwii

O] COIMAJIbHBIC MeTua
(SMO)

3HaHNE OCHOBHBIX IPaBHI
Y HOPM TIOATOTOBKH
uHpOpMAIIUH JIIS
MTOUCKOBBIX CHCTEM, TAKHX
KaK HCTOJIb30BaHHE MeTa-
TErOB, ONTUMH3ALIUS
3aroJI0BKOB U ONACAHUMN
CTpaHHMII, KCTIOJIH30BAHUE
KITFOYEBBIX CJIOB U T.JI.
[MOHUMAaHUE TIPUHITUIIOB
paboTHI TOUCKOBBIX
CHCTEM M QJITOPUTMOB
PAHKUPOBAHUS, TAKUX KaK
Google PageRank.
3HAHHE COBPEMEHHBIX
METOZOB M HHCTPYMEHTOB
JUTSL aHAJTN3a U
ONITUMH3AIIUN KOHTEHTA
BEO-TIPUIIOKEHUHN, TAKIX
kak Google Analytics,
SEMrush, Moz u T.1.
MMOHUMaHNE OCHOBHBIX
MPUHLUIIOB pa3pabOTKU U
peammzanuu SEO-
CTpaTeruu asns
MTOBBIIIICHHS BUIUMOCTH
BEO-TIPIITOKCHIH B
MTOMCKOBBIX CHCTEMaX.

MOJICPHU3UPOBATH BEO-
MIPIJIOKEHUS C yIETOM
TIpaBUI K HOPM
MOATOTOBKY MH(OpMAIIUU
JIUISI IOMCKOBBIX CHCTEM
aHaJIM3 ¥ ONITUMH3ALIHS
KOHTEHTA BEO-
HPUWIOKEHUH C YYETOM
MIPaBUI U HOPM
MOATOTOBKY MH(OpMAIHH
JIUISI IOMCKOBBIX CHCTEM.
HCII0JIb30BaHHE
COBPEMEHHBIX METOJIOB U
WHCTPYMEHTOB JJIsI
YIYUIICHUS BUAUMOCTHU
BeO-TIPUIIOKEHUH B
IIOMCKOBBIX CUCTEMAX.
npumenenue SEO-
cTpaTerui aist
MOBBIIIICHHS PEUTHHTA U
MPUBIICUCHHUS LIETEBON
ayJTUTOPHH.

I11IK.4.7 MHOJKJIIOYATh U OCHOBHbIC ITOKa3aTeJIn pEaIn30BHIBATD
Peanu3oBeIBaTh HACTPanBaTh CUCTEMBI HCIOJIB30BaHMUS MEPOTIPHSTHUS IO
MEpOTIPUATHS IO MOHHUTOPWHTA paOOTHI BEO-TIPIIIOKEHUHN U MIPOJIBIDKCHUIO BEO-
MIPOJIBUKCHUIO Be6-npunoxenwuii u CITIOCOOBI MX aHAIM3a MIPWIOKEHUH B CETH
MIPIJIOKEHUSL. cOopa CTaTHCTUKH €T0 3HAHUE PA3JINIHBIX WuTepuer
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WCTIONb30BaHUSA
COCTaBIIATH OTYET IO
OCHOBHBIM MOKa3aTeNIsIM
ucnonb3oBaHus Beo-
NPUITOKEHUN

(pedTHHT, ICTOYHUKH U
MOBEJICHHE
MOJIb30BaTelICH,
KOHBEPCHS | JIp.)
CHOCOOHOCTH HACTPOUTD
cOop craTucTuku o pabote
BEO-TIPHIIOKECHUH,
WCHONbB3Ys pa3InyHbIe
WHCTPYMEHTHI U
TEXHOJIOTHH, TAKHE KaK
MOHUTOPHHI CUCTEMBI,
XKypHaJbl cepBepa,
WHCTPYMEHTHI aHAJTUTUKA
U T.0.

HaBBIKH aHaJIH3a
coOpaHHOM CTaTUCTUKH
JUIS1 BBISIBJICHUS IPOOJIEM
1 ONTHMU3ALIH
MIPOM3BOAUTEIHLHOCTH BEO-
MNPUIOKEHUH.

YMEHHE MPeNoCTaBIIsATh
OTYETHI U PEKOMEH/IAINH
10 YIYUIIEHUIO PabOThI
BEO-NIPUIIOKEHUI Ha
OCHOBE COOpaHHOU
CTaTUCTHKH.
MOJKIIIOYaTh U
HACTpauBaTh CUCTEMBI
MOHHUTOPHHTA PabOTHI
Be6-nmpunoxenuii u cbopa
CTaTUCTUKU €T0
HCTIOJIb30BaHHS
pabortath ¢ cucTeMaMu
MIPOABHXEHHUS BEO
MIPUIIOKEHUH.
TyOJINKOBATh
nHpopmManuu o Bed
MPUIOKEHUH B
CHEeHATBLHBIX
CTIPaBOYHHKAX U
Karajorax
OCYIIECTBIIATH MOA00p U
aHaJN3 KIIOYEBBIX

CJIOB U ¢pa3 st
COOTBETCTBYIOLIEH
MpeIMETHON 00JIacTH C
HCTOJIb30BaHHEM
CTEeLUATN3UPOBAHHBIX
[IPOTPaMMHBIX CPEICTB
COCTaBIISITh TEKCTHI,
BKJTIOYAIOLIHE CCHUTKU
Ha NMPOJIBUTAEMbIH CaWT,

METOAOB U HHCTPYMEHTOB
JUIst cOOpa CTaTUCTUKH O
pabote BeO-IPUIIOKEHHH,
TaKUX KaK MOHUTOPUHT
cuctem (Nagios, Zabbix),
aHAJIMTUYIECKHE
uHcTpyMeHTHI (Google
Analytics, ELK Stack) u
HHCTPYMEHTHI
npodUIUPOBaHUS KOJA
(Xdebug, Blackfire).
[IOHUMaHNE€ OCHOBHBIX
METPHUK U MoKa3aTesen
MPOU3BOUTEIBHOCTH BEO-
NPUIOKEHUH, TAKUX KaK
BpeMs OTKJIMKA,
MIPOIYCKHAs CIIOCOOHOCT,
HCTIOJIb30BaHKUE PECYPCOB
U T.0.

3HaHUE METOIOB
ONITUMH3ALUH U
YIIy4LIeHUS
MIPOM3BOAUTETHLHOCTH BeO-
MIPUIIOKEHUIN HA OCHOBE
aHanm3a coOpaHHOM
CTaTUCTHKH.

TIPUHIHIIBL
(YHKIIMOHUPOBAHHUS
MTOUCKOBBIX CEPBUCOB.
BUJIBI U METOJIBI pacyera
WH/IEKCOB IMTHPYEMOCTH
BeO-nproxxennti (TULL,
BULI)

CTpaTeruu PO IBUKEHUS
BEO-TIPUIIOKCHUIB CETH
HNurepuer

BUJIBI TOMCKOBBIX
3aIpOCOB T0JIb30BATENEN
B UHTEPHETE
MIPOTrpaMMHBIE CPEJICTBA U
IaThOPMBI JIS

mo100pa KIIF0UEBBIX
CIIOBOCOYCTAHUH,
OTPaXKAIOMINX CHEUPUKY
caiita

HHCTPYMEHTHI cOopa
aHaJM3a MOMCKOBBIX
3aIpocoB

3HaHHE OCHOBHBIX
MPUHLMIIOB MAPKETUHTA U
MIPOIBHKCHUS
MIPUIIOKEHUI.

MMOHUMAaHNE LeJICBOI
ayJUTOpUH U
KOHKYPEHTHOM Cpeibl B
cdepe NpUIIOKESHUH.
3HaHHUE Pa3JIUYHBIX

coOupaTh 1
MpeBAPUTEIHHO
aHaJM3UPOBAThH
CTaTUCTHYECKYIO
nH(popMmariio o padore
BEO-TIPIITOKCHHIA

cOOp cTaTUYeCKOM
CTaTUCTUKH O paboTe BeO-
MPUIIOKEHUH, TAKOU Kak
BpeMs OTKJIHKA,
KOJINYECTBO 3aIPOCOB H
oInOOK, UCII0Jb30BaHUE
pECypcoB U T..

aHanu3 coOpanHon
CTaTUCTHKH JJIs
OTpeIeIICHS
a¢hekTUBHOCTH PabOTHI
BEO-TIPUIIOKCHUS U
BBISIBIICHHS BO3MOXKHBIX
Mpo0OJieM WIIN Y3KUX MECT.
IMPUMCHCHUC MCTOJ0B 1
WHCTPYMEHTOB ISt
aHamm3a
MPOM3BOJUTEIBHOCTH BEO-
MPUIOKEHUH, TAKUX KaK
MOHHUTOPHHT CUCTEM,
AdHaJIMTHUKA JaHHbIX 1
npopUIUPOBaHUE KOJA.
peaM30BhIBATh
MEPOIPUATHS 110
MPOJIBUKEHHUIO BEO-
MPUIOKEHUH B CETH
WNurepner

coOuparp u
NIPEBAPUTEIIBHO
aHATM3HUPOBAThH
CTaTUCTUYECKYIO
nHpOpMaIuio o padore
BEO-TIPUITOKEHUN
pa3paboTKa U pean3anus
CTpaTeTruu MPOJABUKCHUA
MPUIOKEHUS B
COOTBETCTBHH C LIEISAMH H
MoTpeOHOCTIMH OM3HECA.
MpoBEICHIE
MapKETHHTOBBIX
HCCIEA0BAHUM JUIs
OIpEJIEIICHUS LIETIEBOU
ayIUTOPUH U
KOHKYPEHTHOH CpeJIbl.
CO31aHHUEC U OIITHUMMU3ALINA
KOHTEHTA IS
MPUBJICYCHHS U
yAepKaHUS
MOJIE30BaTeIICH, BKITFOUAs
OTHCaHUS TPUIIOKEHHUS,
BHJICO 0030pHI, O6JIOTH 1
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JUTSL pa3MEIICHUS
Ha cailTax mapTHEPOB
OCYIIECTBIISITH
ONTHUMU3AIUIO
MPUITIOKEHUH C LETTBIO
TTOBBIIIIEHHS €70 PEUTHHTA
B CETU UHTEPHET.

yYMCHHE pa3padaTeiBaTh U
peann30BbIBaTh CTPATETHH
MPOIBIKCHHUSI
MPWIOKEHUH, YIUTHIBAS
ey Ou3Heca u
MTOTPEOHOCTH TIEeTIEBOH
ayIUTOPUH.

HaBBIKU POBEICHUS
MapKETHHTOBBIX
WCCIIEIOBAHUN 1JId
ONpeAeIICHUS LEIEBOU
ayIUTOPUH U
KOHKYPEHTHOU CpeJbl.
YMEHHUE CO37aBaTh
KaueCTBEHHBII KOHTEHT
JUTSL TIPUBIICYCHUS U
yAepKAHUS
TOJIB30BAaTEIICH, BKITFOUAs
OTIMCaHUS TIPUIIOKECHHUS,
BHJI€O 0030pHI, 6JI0TH U
COITMAJIBHBIC MEANa

Ty OTTMKAIIH.

HaBBIKH pa3paboTKH U
peanu3anuy peKIaMHbIX
KaMIIaHU# U1
TTOBBIIIIEHHS BUTUMOCTH
MIPUIIOKEHUS, BKITIOYas
KOHTEKCTHYIO peKJiamy,
peKIaMy B COLMABHBIX
CETSAX W MapTHEPCKHE
MIPOTPaMMBIL.

YMEHHE aHAIH3UPOBATh
3¢ (HeKTUBHOCTD
MEPONIPHUITHH 10
MPOJIBIKEHUIO U
ONTHUMHU3UPOBATH
CTPATETHIO0 Ha OCHOBE
MTOJTYICHHBIX PE3YyJIbTaTOB.

WHCTPYMEHTOB U
m1aThOpM TS CO3MAHUS U
ONTUMU3AIUU KOHTCHTA,
Takux kak WordPress
MMOHUMAaHUE OCHOBHBIX
METOJIOB PEKIIaMBbI U
MIPOJIBUKCHHUS B
WHTEPHETE, BKJIIOYas
KOHTEKCTHYIO PeKIiamy,
peKIIaMy B COLMATBHBIX
CETSIX U MapTHEPCKUC
MPOTPAMMBL.

3HaHUE METOJIOB aHAIN3A
s hekTuBHOCTH
MEPONPHUSITHH 110
MPOJIBUKCHUIO U
OINITUMH3AalIMU CTPATCTrun
Ha OCHOBC IMOJTY4YCHHBIX
pe3yIbTATOB.

COLIMAJIbHBIC MEHa
My OJTKAIIH.

pa3paboTKa U pean3anus
PEKIaMHBIX KaMIaHUH|
JUTSI TIOBBIIIIEHUS
BHIUMOCTH TIPUIIOKEHUS,
BKITIOYasi KOHTEKCTHYIO
peKiamy, pexiaMy B
COIMATIFHBIX CETAX U
MapTHEPCKUE MPOTrPaMMBI.
aHanu3 3 PEeKTUBHOCTU
MEPOIPHUATHI TI0
MPOABIKEHUIO U
ONTUMH3ALHS CTPATETHN
Ha OCHOBE ITOJTy9eHHBIX
PE3YyIIbTaTOB.

11




2. CTPYKTYPA U COJAEP)KAHUE YYEBHOM JUCIUILIUHBI

2.1. O0bem yueOHOH JUCHUIIMHBI U BU/bI Y4eOHOH padoThl

Buj yueOHoi1 padoThl O0bem B yacax
O0bem 00pa3oBaTeIbHOI IPOrPaMMBbl 66

B TOM 4HcCJIe:

TEOPETHUUECKOE 00yUeHUE 22
IPAaKTUYECKHE 3aHATH (B opMe IPAKTUYECKON MOATOTOBKH) 28
CaMOCTOSITeJIbHAsI paboTa 10
IPOMEXKYTOUHAs arTecTanus B popme IK3aMeHa 6
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2.2. TemaTuyecKMi IJIAH U COIECPKAHUE YUeOHO JUCUUIJINHBI

HaumeHoBaHMe pa3iesoB u

Conep:xanue yueOHOro MaTepuasa,
JabopaTopHble padoThl U MPAKTHYECKHE

O6bem | OcBauBaemble
TeM MCKAUCHUINVIMHAPHBIX 3aHATHUA, CAMOCTOATECIbHANA y‘leﬁﬂaﬂ
KypcoB (M/IK) padora ody4yarommxcsi, KypcoBasi padora Hacos | KOMIETEHIUIH
(mpoexT)
MJIK 04.03 O6ecnieueHne 6€301MacHOCTH BEO-TTPHIIOKEHUHN
Tema 1.1 Texnonoruu Conepxxanue
o0ecrnieueHus 1. OcHOBHBIE MPUHLIHUIIBI TOCTPOCHHUS
0e30macHOCTH BeO 0€30IMacHBIX CAlTOB.
MPUIIOKEHUN 2. Ucrounuku yrpo3 nHGpOpMamoHHON 8
0€301aCHOCTH M MEPHI 10 UX
NpeIOTBPALICHUIO b OK.01, OK.02,
OK.05, OK.09,
= [IK.4.1-11K.4.7
B ToM uucie mpakTU4eCKUX 3aHATUN
1. Coop nHpOpMaIIUU 0 WEb-TIPHIIOKCHUH
2. TectupoBaHue 3alUIIEHHOCTH 10
MeXaHu3Ma yIpaBJIeHUs JOCTYIIOM U
CECCUSIMU
Tema 2.1 Ilonsarue Coneprkanue OK.01, OK.02,
0€30MMacHOCTH bezomnacHas ayreHTHGUKAINS U 8 OK.05, OK.09,
MPUIIOKEHUN U aBTOPHU3ALIUS 11K 4.1-11IK 4.7
KJIacCU(PUKALIHS B ToM uncne npakTHuecKux 3aHATUN OK.01, OK.02,
oImacHocCTeM TecTupoBaHue Ha yCTOMYMBOCTD K aTaKkaM 10 OK.05, OK.09,
0TKa3a B 00CITyKMBaHUHI [1IK.4.1-11K.4.7
Tewma 3.1 PernamenTs! u Conepxxanue
METO/]Ibl pa3paboTKu 1. IToBbIlIEHNE TPUBUIIETUI U 00IIas
6G3OHaCHBIXUBC6— OTKa30yCTOMYMBOCTh CUCTEMBI OK.01, OK.02.
MIPUIIOKEHUN 2. IlpoBepka KOPPEKTHOCTH JAHHBIX,
6 OK.05, OK.09,
BBOJMMBIX MOJIb30BaTeneM. [lyonukarus
o . [IK.4.1-11K.4.7
n3o0paxkeHuit u QaiioB. MeToab
mudposanus. SQL- unbexun. XSS-
WHBCKITUU
B ToMm uucne NPaKTHYECKUX 3aHATHIL OK.01. OK.02
1. ITonck ysa3BuMocTel K atrakam XSS ’ ’
2. Ilouck ys3BumocTei k arakam SQL- 8 OK.05, OK.09,
. [1K.4.1-11K.4.7
Injection
CamocrosiTenbHas paboTa
M3y4YeHHUE JTUTEPATYPHI; OCMBICICHUE U3y4aeMOU JIUTEPaTyPHI;
— paboTa B MH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEMAX;
— aHanuTH4YecKas o0paboTKa TeKcTa (KOHCIEKTHPOBAHUE, OK.01, OK.02,
pedepupoBanue); 10 OK.05, OK.09,
— COCTaBJICHHE IIJIaHA ¥ TE3UCOB OTBETA B MPOIIECCE MOATOTOBKH K 11K .4.1-11IK.4.7
3aHSTHIO;
— peleHue 3a1ay;
— IOJTOTOBKA COOOLICHUH IO BOIPOCAM CEMHUHAPCKUX 3aHATHI.
OK.01, OK.02,
MIPOMEKYTOUHAs aTTecTalus B popMe IK3aMeHa 6 OK.05, OK.09,
[1K.4.1-11K.4.7
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3. YCJIOBUSA PEAJIU3ALIAU TIPOTPAMMBI YUYEBHOM JTUCIHUILJIAHBI

3.1. TpeboBanusi K MHHHUMAJIBLHOMY MAaTepPHAIbHO-TEXHUYECKOMY
o0ecrne4eHn 10

Jns  peanuzauuv  MPOrpamMMbl  Y4eOHOM  JUCHUIUIMHBI  JOJDKHBI  OBITH
MPEYCMOTPEHBI CIEAYIONINE CIICIUATbHbIEC TOMEIICHUS:

Jlabopatopus  "lIporpammupoBanuss ©  0a3  MaHHBIX'  OCHAIICHHBIN
000pyI0BaHUEM U TEXHUUYECKUMU CPEJICTBAMH 00YUYEHHUSI.

Ne HaumenoBanue Tun Ocnosnoe/
CreuraJIu3upoBaHHOE
1 pabouure MecTa 1o KomdecTBy oOyyvaronuxcs | Mebesb OCHOBHOE
5 pabouee MecTo mpernogaBaTes Meoeanb OCHOBHOEC
3 IIEPCOHAIIBHBIN KOMITBIOTEP € IPOrPAMMHBIM Mebennb OCHOBHOE
obecreueHuEM
4 MYJIbTUMEAUMHBIA IPOEKTOP OOopynoBanm | crieMaIn3upOBAHHOE
e
5 MYJIbTUMEAUIMHBIA 3KpaH OO0opynoBaHu | ClieHUATM3UPOBAHHOE
e
6. HaIJISITHBIC TTOCOOUS TC CIIeIMaIM3UPOBAHHOE
7 TumoBoii cocTaB 11 MOHTaXKa U HaJIaaKU TC CIIEUATU3UPOBAHHOE
KOMIIBIOTEPHOMN CETH: KabeIu pa3IuyHOro
TUTA, 00)KUMHON HHCTPYMEHT, KOHHEKTOPBI
RJ-45, Tecteps! 1i1st kabens, Kpocc-HOXKH,
KpOCC-IIaHEeJIN

3.2. UndopMannoHHOe o0ecnevyeHne peajn3auu MporpaMmmabl

Jns  peanuzanuu  mporpaMMmbl  OMOMMOTEUHBIM  GOHA  00pa3oBaTEIHHOM
OpTaHW3allMi JIOJDKCH WMETh IeYaTHBIC W/WIM DJICKTPOHHBIC 00pa3oBaTeIbHBIC U
WHDOPMAITMOHHBIE  PEeCYpChl,  PEKOMEHIyeMbIe  JJIS  HMCIOJb30BaHUS B
00pazoBaTeIbLHOM MpPOLEcCce

OcCHOBHbBIC HCTOYHUKH:

l. EmuceeB, A. W. Paspaborka mnporpamMMHbIX HHTep(dEHCcCOB BEO-MPUIIOKEHUNA C
ucnojib3oBanueM Qpetimopka FastAPI : yueoHoe mocooue / A. W. Enucees, 0. B. Munun. — Tam0o0B :
TamOoBckuii rocynapcTBeHHbId TexHudeckuid yausepcurer, ObC ACB, 2024. — 80 c¢. — ISBN 978-5-
8265-2821-1. — Texkcr : anekrpoHHsiit / Ludposoii obpasoBatensubiii pecypc IPR SMART : [caiiT]. —
URL: https://www.iprbookshop.ru/148486.html

2. TexHonoruM 3allUThl WHOOPMAIMK B KOMIBIOTEPHBIX ceTsX : ydeOHoe mocobume / H. A.

Pynenxos, A. B. Ilponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 4-e u3ag. — Mocksa : UHTepHeT-
Yuusepcutetr MHpopmarmonnsrx Texunomoruit (MHTYUT), Ait Ilu Ap Menua, 2025. — 368 ¢. — ISBN
978-5-4497-0931-8. — Tekcer : anextponnsiit // LHudposoii obpasoBatenbublil pecypc IPR SMART : [caiit].
— URL: https://www.iprbookshop.ru/146404.html

Jlono/IHUTeIbHAS JIUTepaTypa:

1. Bacunbes, P. b. Ynpasnenue pazsutueM HH(OOpMAIMOHHBIX cUCTEM : yueOHuUK / P. b.
Bacunwes, I'. H. Kangnos, I'. A. JleBoukuna. — 3-e u3a. — MockBa : HTepHET-Y HUBEPCUTET
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Nudopmanmonnsix Texnonoruit (MHTYUT), Aii [Iu Ap Menua, 2020. — 507 ¢. — ISBN 978-5-
4497-0561-7. — Texct : snextponHbiid / LudpoBoit obpazoBarensubiii pecypc IPR SMART :
[catit]. — URL: https://www.iprbookshop.ru/94864.html. — Pexum poctyna: st aBTOPU3HD.
I10JIb30BaTENIECH

2.Konosa E. A. Anroputmsl 1 iporpammsbl. SI3bik C++ : yueOHOe mocooue s CI1O / E. A.
Konoga, I'. A. Ilommak. — 3-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2022. — 384 c.

3. HaBbinoB A.U., Kannauna E.C., Cans U.JI., CtynakoB C.A. OCHOBBI IPOrpaMMUPOBAHUS
Ha sa3bike C++. OMmck, 2022.

4. Kenur, 3. DddexktuBHoe  mnporpammupoBanue Ha  C++.  Ilpaktuueckoe
nporpammupoBanue Ha npumepax. T. 2 / 3. Kenur, b.2. My. - M.: Bunssmc, 2019. - 368 c.

5. Craceimue, B. M. Pa3pabotka mH(OpMarmoHHBIX cUcTeM M 0a3 JaHHBIX : ydyeOHOe
nocobue st CIIO / B. M. Craceimma. — Capatos : [Ipodo6pazosanue, 2020. — 100 c. — ISBN
978-5-4488-0527-1. — Texkct : anexktponnslii // Lludpposoii oopazosarensHbiii pecypc IPR SMART
: [caiiT]. — URL: https://www.iprbookshop.ru/87389.html — Pexxum noctyma: uist aBTOPH3UP.
nosib3oBareneil. - DOI: https://doi.org/10.23682/87389

6. Xenkemanc, /. [IporpammupoBanue Ha C++ / JI. Xenkemanc, M. JIu. - CI16.: CumBou-
mitoc, 2019. - 416 c.

7. Ywmprtuk, A.A. [IporpammupoBanue va C++: Tproku u apdexrsr / A.A. Ynptuk. - CIIO.:
[Tutep, 2020. - 352 c.

8. Ilmee, M. Qt. IIpodeccronanbroe mporpammupoBanne Ha C++. B mommuanKe / M.
[ee. - CI16.: BHV, 2019. - 928 ¢

9. bnox, JIx. Java. Dddextunoe mnporpammupoanne / JIx. brnox ; mepeBom B.
CrpenbloB ; noj penakiueit P. Yemanos. — 2-e uza. — Caparos : [IpodobpazoBanue, 2019. —
310 c. — ISBN 978-5-4488-0127-3. — Texkct : anexTpoHHbI // LludppoBoil oOpasoBaTenbHbIi
pecypc IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/89870.html. — Pexum
noctyna: Juist apropusup. [lonb3oBareneit

10. Monaxos, B. B. fI3sik nporpammupoBanus Java u cpena NetBeans : yueGHOe ocoOue /
B. B. MonaxoB. — 3-e u3a. — Mocksa : UnTepHeT-YHusepcuter Mupopmanmonsbix TexHom0rmit
(MHTYUT), Air [Iu Ap Menua, 2021. — 450 c. — ISBN 978-5-4497-0923-3. — TekcT :
anexktpouHsid // ILludposoit obpaszoBarenbubiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/102078.html. — Pexxum nocryna: ps aBropusup. Ilonb3oBareneit
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4. KOHTPO.Ib 1 OHEHKA PE3YJIbTATOB OCBOEHUA
YYEBHOU JUCIHIUITJIMHbI

KonTposs ¥ omeHka pe3yiabTaTOB OCBOCHHS Y4YEOHOM JAUCIUILIIMHBI
OCYILIECTBJISIETCA MPENoJilaBaTeJieM B TMPOLECCE MPOBEACHUS JICKIMOHHBIX U
MPAKTUYECKUX 3aHATHH, a TAKXKE BBHITIOJHEHHUS OOYYArONTUMUCS WHIAWNBUIYaTbHBIX

3aJIaHH, TPOEKTOB, UCCIEAOBAHUM.

Kon u nammeHoBaHue
po(heCCUOHANBHBIX (HOPMHUPYEMBIX
B pamkax MJIK

Pesynprarer 00y4eHus
(ocBOeHHBIE YMEHUS, YCBOCHHBIC 3HAHU)

DopMBbI U METOJIBI
KOHTPOJIS U OLICHKU
pe3yJIbTaTOB 00YYCHUS

IK.4.1

PaspabarbiBaTh TEXHUYECKOE
3aJjaHde Ha BeO-TIPUIOKCHHE B
COOTBETCTBHH C  TpeOOBaHUSIMH
3aKa34yMKa.

Ymeert:

MIPOBEJICHUE AHKETHPOBAHUS U
WHTECPBLIOUPOBAHWUSI JUIS BBISIBIICHHSI
TpeOOBaHMI 3aKa3uUKa.
oopMIIeHHE TEXHIUYECKOM
JIOKYMEHTAITUU B COOTBETCTBHH C
HOpPMaMH U CTaHIapTaMHU.
OCYIIIECTBIICHHE BEIOOpA OJTHOTO U3
THUIIOBBIX PEIICHUH 10 pa3paboTKe
BEO-NPUIIOKEHUH.

paboTa co crenuanu3upOBaHHBIM
MIPOrPaMMHEIM 00€CIICUCHUEM JIJIst
TJTAaHUPOBAHUS BPEMEHU U
OpraHu3aiy padoThl C KIIMEHTAMH.
3naer:

WHCTPYMEHTBI U METOJIBI BBISIBIICHUS
TpeOoBaHMIl 3aKa3unKa K BeO-
MPHUIIOKESHHUIO.

TUTIOBBIE PELICHUS 10 pa3padoTKe
BEO-NPUIIOKEHUH.

HOPMBI U CTaHAAPTHI OPOPMIICHHUS
TEXHHYECKOH JIOKyMECHTAIINH.
MIPUHIIMIIBI TIPOSKTUPOBAHUS U
pa3paboTku HHGOPMAITMOHHBIX
CHCTEM.

Baaneer HaBbIKaMu:

cOOp MmpeaBapUTETbHBIX TAHHBIX IS
BEISIBJICHHS TPEOOBaHUH K BeO-
MIPUIOKEHHUIO.

OTIpeJIeNIeHUE MepBOHAYATBHBIX
TpeOoBaHMI 3aKa3unKa K BeO-
MIPHIOKCHUTO W BO3MOYKHOCTH HX
pealn3aIum.

0I00p ONTUMATBHBIX BAPUAHTOB
peaM3anuu 3a/1a4 U COTJIaCOBaHUE
UX C 3aKa3YMKOM.

pa3paboTka TEXHUYECKOTO 3aJaHUS
Ha BeO-TIPUIIOKEHUE B COOTBETCTBUU
¢ TpeOOBaHUSAMHU 3aKa34YHKa.

[1K.4.2
Pa3paOarbiBaTh BeO-IPUIIOKEHHS B

Ymeet: pazpabaTsiBaTh MPOTrPAMMHBIHA
KOJI KJINCHTCKOU U CEpBEPHOI YacTH BeO-

Texynui KOHTPOJIb:
WHJUBUTyaJIbHBIN U
(b poHTaNBHEIH OIpoC B
X0JI€ ayIUTOPHBIX
3aHATHH; OIlCHKA
BBIMTOJTHEHUS
MPaKTUYECKUX U
WHIUBUTy ATBHBIX
3aJaHuM.
HaoOmroneunune 3a
BBLITTOJTHEHHEM
MPaKTHYECKOTO
3aJIaHus.

Or1ieHKa BBITIOTHEHUS
MPaKTUYECKOTrO
3aJ]aHuA.

DK3aMeH
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COOTBCTCTBHUU
3aJaHuCM.

C

TEXHUYCCKHUM

MIPUIIOKEHUH.

HCIOJB30BaTh A3bIK PA3METKH CTPAHMIL
BEO-TPUIIOKCHUS

oopMIIATE KO IPOrpaMMBbI B
COOTBETCTBUHU CO CTAaHAAPTOM
KOAWPOBaHUS

HCTONB30BaTh OTKPBIThIE OMOIMOTEKH U
(bperiMBOpKH

HCIONB30BaTh BEIOPaHHYIO Cpeny
MPOTPaMMHUPOBAHUS U CPEJCTBA CHCTEMBI
ynpaBiieHust 0a3aMu TaHHBIX
OCYILIECTBIIATH B3aUMOACHCTBHE
KJIMEHTCKOU U CEPBEPHON YacTeil BeO
MIPUIIOKEHUIN

paspabateiBaTh Koa WHGOPMAITHOHHBIX
cUCTEM

pa3pabaTbiBaTh NIPOrPAMMHBIN KOJI
KJIMEHTCKOW YaCTH BEO-TIPUIOKEHHI.
o(opMIIATE KOJ IpOrpaMMBI B
COOTBETCTBHH CO CTAHAAPTOM
KOJUPOBAHUA.

HCIIONIE30BaTh OOBEKTHBIE MOJIEH BEO
MIPUIIOKEHUH 1 Opay3epa
pa3pabaThiBaTh aHUMAIIHIO JUIs BeO
MIPUIOKEHUH ISl OBBILICHUS €r0
JOCTYITHOCTH ¥ BU3YaJIbHOH
MIPUBJICKATCIILHOCTU

HCIOJIb30BaHME OCHOBHBIX IPHUHIIUIIOB
nu3aiiHa nHTepdeiica nonabp30BaTess 1
YIIPaBICHUS CTUIISIMU,
npeaoCTaBIsICMbIMHA HaGOpaMI/I.
HCHOJIb30BaHUE TOTOBBIX KOMIIOHEHTOB U
cruneit st 3pPexTUBHON 1 OBICTPOH
pa3paboTku uHTEpdEiica.

CHOCOOHOCTD aIalITHPOBATh U
HACTpauBaTh CTUJIU U JIEMEHTHI
yHrpaBJICHUA OJI9 JOCTUKCHUA
KeaeMoro BU3yalbHOro 3 dexra u
COOTBETCTBHS AU3AUHY

3HaeT: A3bIKH IPOrPaMMHUPOBAHUS U
pasMeTKH sl pa3padOTKU KIIMEHTCKOW U
CEPBEPHON YaCcTH BEO-TTPHUIIOKEHHIA
MPUHLUIBEI paOOTEI 00BEKTHOW MOAEIIH
BeO-TIpIITOKEHMH 1 Opay3epa

OCHOBBI TEXHOJIOT'UH KIIMEHT-CEPBEP
TEXHOJIOTHH Pa3pabOTKU CepBEPHOI
4acTu

0COOEHHOCTH 0TOOpakeHHs BeO
MPUIOKEHUH B pa3Mepax padoyero
MIPOCTPAHCTBA YCTPOUCTB

0COOEHHOCTH OTOOPaYKCHHS DJIEMEHTOB
WP B pa3znnunbix Opay3epax.
0c00EHHOCTH BBIOPAaHHOM Cpebl
[IPOrPaMMUPOBAHUS U CUCTEMBI
ynpaiieHusl 6a3aMy 1aHHbBIX

SI3BIKM TIPOTPAaMMHPOBAHUSI U Pa3METKH
JUIs pa3pabOTKU KIMEHTCKOH 1
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CEPBEPHON YaCcTH BeO MPHUIIOKEHUM.
TIPUHITUTIBI PA0OTH OOBEKTHOM MOICITH
BeO-pUIIOKEeHUN U Opay3epa
TEXHOJIOTHH 711 pa3paboTKH aHUMaIH
CTI0COOBI MAHUITYJISIIUH HJIEMEHTAMH
CTpaHUIBI BEO-TIPHIIOKEHUSA

BUJIBI aHUMAIIMU B CIIOCOOBI ee
MPUMEHEHUSI.

3HaAKOMCTBO C CYIIECTBYIOIIMHU
HabopaMH CTHIICH, TAKUMHU KaK
Bootstrap, Foundation, Material Ul u
IpyTHe.

MIOHMMaHHE OCHOBHBIX KOHLCTIIUH 1
BO3MOYHOCTEH MPENOCTABISIEMBIX
Habopamul CTHIICH U 3JIEMEHTOB
yIpaBJICHUSL.

3nanmne CSS u JavaScript 1iist HaCTPOHKH
W pacIIUpEeHHst CTHIIEH U 2JIeMEHTOB
YIIpaBIieHHUS B BBHIOPAHHBIX HabOpax
Baageer HaBBIKAMM: BBIIIOJIHATH
BEPCTKY CTpaHHIl BeO MPUIIOKESHHAN
KOJIMPOBAaTh Ha S3bIKaX BeO
POTrPaMMHUPOBAHUS

pa3pabaTsiBaTh 0a3bl JAHHBIX
UCTIONB30BATh CIICIHAIBHBIC TOTOBEIC
TEXHUYECKHUE PEIICHHS TIPH pa3paboTKe
BeO MPUIIOKEHUH

BBITIOJTHATH Pa3paboTKy
MH()OPMAIMOHHBIX CUCTEM
paspabatbiBaTh HHTEphEC
MOJIb30BATEIIS

paspabaTeiBaTh aHUMAIMOHHBIE 3P PEKTHI
paspabatsiBaTh HHTEPGHEHCH
MOJIL30BATEIIS, HCTIOB3YS
CyLIEeCTBYIOIIEe HAOOPHI CTUIICH, TaKue
kak Bootstrap nim Foundation, mns
CO3JIaHHS TPUBJICKATENFHOTO H
COTJIACOBAHHOTO BU3YaIILHOTO
odopmienus.

MIPUMEHEHHUE MPeyCTaHOBIECHHBIX
9JIEMEHTOB YIIPABIICHHSI, TAKHX KaK
KHOTIKH, ()OPMBI, MEHIO U T.1.,
MPEJOCTABIISIEMBIX B BHIOPAHHBIX
Habopax CTHiIeH.

aJlarTalys ¥ HacTpoilka CTUJIel u
3JIEMEHTOB YIPaBIICHUS C
ucnojib3oBanuem CSS u JavaScript

11K .4.3

OcCyHIeCTBISATh TEXHUUECKOE
CONPOBOXKICHHUE U BOCCTAHOBIICHUE
BeO-TIPUIIOKEHNI B COOTBETCTBHUH C
TEXHUYECKUM 33/IaHHEM.

YmMmeer:

BBIGI/IpaTB XOCTHUHT B COOTBCTCTBUHU C
rapaMeTpamMH BeO-TIPHIIOKCHHUS
COCTaBJIATH CpaBHI/ITCJIbHyIO
XapaKTePUCTHKY XOCTUHTOB U
BBIACJICHHOI'O BI/IpTyaJ'H:HOI‘O cepBepa
MMOHUMaHUEe TPEOOBAHMM U
MOTPeOHOCTEN BEO-TIPIIIOKEHUHN ISt
BBIOOpA HanboJIee MOAXOISIIETO
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METO/a U TEXHOJIOTHU Pa3MEIICHUSI.
HaBbIKW HACTPOUMKHU M KOH(pUTyparuu
CEepBEpOB IS 0OecTIeueHUs
CTaOWIBHOU PabOTHI BEO-
IIPUIIOKEHUN

CIIOCOOHOCTH MOHUTOPUTH U
aHAJM3UPOBATH IPOU3BOIUTEILHOCTh
BEO-TMPUIIOKEHU 17151 ONTUMHU3ALUU
U yJIy4lIeHUs] paOOThI

MOJIKJIIOYATh U HACTPauBaTh CUCTEMBI
MOHHUTOpHUHTA paboTs Bed-
MIPUJIOKEHUN U cOOpa CTATUCTUKH €TO0
WCTIOJIH30BAHUS

yCTaHaBIMBATh U HaCTpauBaTh BeO
cepsepa, CYB/] miis opranu3zanuu
paboTHI BEO-TIPHUIIOKCHUI

pabotats ¢ cuctemamu Helpdesk
BBISICHATH M3 Oece/Ibl ¢ 3aKa3UUKOM U
MMOHUMATh IPUYMHBI BOSHUKIIIHUX
ABapUIHBIX CUTyaluH C
MH(OPMALIMOHHBIM PECYPCOM
aHAJM3UPOBATh U PEIIATh THIIOBBIC
3armpochl 3aKa34UKOB. BHITIOIHATh
periIaMeHTHBIE TPOLEAYPHI TT0
Pe3epBUPOBAHUIO TAHHBIX
YCTaHABJIMBAThH MPUKJIIATHOE
IporpaMMHOe oOecrieueHue s
pe3epBUpPOBaHUS BEO MPUITOKEHUIM
MMOHMMAaHKE TTPUHIIUIIOB PabOTHI U
APXHUTEKTYPhI CPEJICTB MOHUTOPUHTA
COCTOSIHUSL MTHPPACTPYKTYPHI.
YMEHHE HacTpanuBaTh
MOHHUTOPHHIOBBIE TTapaMETPHI U
METPUKH B COOTBETCTBHH C
TpeOOBaHUSMU U MOTPEOHOCTAMU
UHDPaCTPYKTYpPHI.

CMOCOOHOCTh aHAIM3UPOBATH JIaHHBIE
MOHHUTOPHUHTA ¥ IPUHUMATD JICHCTBUS
JUIsL yCTpaHEeHHsI TpooOJieM U
MTOBBITICHUS TIPOU3BOIUTEITHHOCTH.
3Haer:

XapaKTePUCTHKH, THITHI M BH/IbI
XOCTHHIOB

METO/BI U CITOCOOBI TIEpe1aun
uHpOopMaIu

B ceTu IHTEepHET

YCTPOMCTBO M pabOTy XOCTUHT-
CUCTEM

3HaHUE Pa3IUYHBIX METOAOB U
TEXHOJIOTHI pa3MelIeHHs BeO-
MIPUJIOKEHUN, TAKUX KaK
Buptyanu3anus (VMware, Hyper-V),
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koHTtelinepusanus (Docker,
Kubernetes), obmaunbie miatopmsl
(AWS, Azure) u 1.1

MMOHMMAaHKE MPUHIIUIIOB PabOTHI BeO-
cepBepoB, 0a3 JAHHBIX U APYTUX
HE0OXOIUMBIX KOMIIOHEHTOB JIJIsI
pa3MeleHus BeO-IpUII0KEHHUH.
3HaHHE METOJI0B 0€30MacCHOCTH U
3aIUThI JAHHBIX MPU Pa3MEIICHUU
BEO-TMPUIIOKEHUH B CETH.

OCHOBHBIE ITOKa3aTeIN
HCIIO0JIb30BaHus BeO-npuiokeHuii u
CTIOCOOBI MX aHAN3a

peraamMeHTsbl paboT Mo Pe3epBHOMY
KOITMPOBAHUIO U Pa3BEPTHIBAHUIO
pEe3epBHOM KOIHK BEO-TIPUIIOKCHUMN.
CIOCOOBI ¥ CPENICTBA MOHUTOPUHTA
paboThI BEO-TIPHIIOKEHHIA

METO/Ibl pa3BEepPTHIBAHUS BEO-CITYKO U
CepBEpOB

MIPUHIIMITBI OPTaHU3alUN PAOOThHI
CITyKOBbI TEXHUYECKON TIOIICPKKI
00II1e OCHOBBI PELICHUS
MPAKTUYECKHX 33124 110 CO3TaHUI0
PE3EPBHBIX KOIHMI

3HAKOMCTBO C OCHOBHBIMHU
(YHKIIMOHATBHBIMHA BO3MOYKHOCTSIMU
Y UHCTPYMEHTAMH CPEJICTB
MOHHUTOPHHTA, TAKNX Kak Zabbix,
Observium, Hakta Heartbeat u
JIpYTHX.

MMOHMMAaHKE MTPUHIIAIIOB cOopa u
aHaJlM3a JaHHBIX MOHUTOPUHTA TSI
BBISIBIICHUSI TIPOOJIEM U
MIPOTHO3UPOBAHUS
MTPOU3BOIUTEIIEHOCTH
UHDPACTPYKTYPHI.

3HAHHUE METOJIOB HACTPOUKHU U
ONITUMHU3AINU CPEJICTB MOHUTOPHUHTA
JUTSL TOCTYKEHUST MAaKCUMAITbHOMN

3¢ (HEKTHBHOCTH ¥ TOYHOCTH JTAHHBIX.
Bnaneer HaBbIKAMM: YCTaHABIIUBATH
1 HacTpauBaTh BeO cepepbl, CYB]]
JUTSL OpraHu3aluy padoThl BEO-
MIPUIIOKEHUN

HCIOJIb30BaTh HHCTPYMEHTAJIbHBIE
CpeICTBa KOHTPOJIS BEPCUM
HCXOJHOTO KoJia ¥ 0a3 JaHHBIX
MIPOBOAUTH PabOTHI MO PE3EPBHOMY
KOIUPOBAHHUIO BEO-MPUITIOKEHUI
BBITIONTHSATH PETUCTPAIUIO U
00paboOTKy 3aIIpOCOB 3aKa34yMKa B
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CITy’K0e TEXHUYECKOH MOAICPKKU
HACTpPOMKa U UCMOJIb30BAaHUE CPEICTB
MOHHUTOPHHTA COCTOSTHHS
HHPPACTPYKTYPHI, TAKUX Kak Zabbix,
Observium, Hakta Heartbeat u
IPYTHX.

CO3JJaHUE U HACTPOMKa
MOHHUTOPHHIOBBIX I11a0JIOHOB JIJIs
OTCIIC)KUBAHUSI PA3TTUIHBIX
MapaMeTpoB U METPUK
UHPPACTPYKTYPHI.

KOH(UTYypaIus 1 HacTporKa
YBEIOMJICHUI ¥ ONOBELLEHUM IS
MOHHUTOPHHTA COCTOSTHUS
UHPPACTPYKTYPHI.

aHaJIU3 U UHTEPIIPETAIHS JaHHBIX,
COOpaHHBIX C TIOMOIIBIO CPENICTB
MOHHUTOPHHTA, JIJIS BBISBICHUS
po0JIeM U yIyUIIeHUS
MIPOU3BOAUTEIEHOCTH

MyOJIUKOBATh BEO-TIPUIIOKEHUS Ha
Oaze

XOCTHHTA WUJIH BBIICIEHHOTO
BUPTYaJILHOTO CEPBEPA B CETH
HNurtepHer

pa3MelnieHre BeO-IpUIoKeHUM B CETH
C HCTIOH30BAaHUEM PA3TUYHBIX
METOJIOB ¥l TEXHOJIOTHH, TAKHX KaK
BUPTYaIu3alus, KOHTeHHepHU3aIus,
oOjauHble IaTPOPMBI U T.1I.
HACTpoOIKa U KOHPUTypaLus
CEPBEPOB JIJIsl XOCTUHTA BEO-
MIPUJIOKEHUH, BKITIOYas] YCTAaHOBKY
HE00XOIUMOTO TTPOTPAMMHOTO
o0ecreyeHns, HaCTPOHKY CeTEeBBIX
mapaMeTpoB U OE30MaCHOCTH.
yrpaBlIeHHUEe U MOHUTOPHHT pabOThI
BEO-TIPHIIOKEHUH, BKITFOYAS
OTCIIC)KUBAHHUE TOCTYITHOCTH U
MIPOU3BOINTEIIEHOCTH, PE3EPBHOE
KOIMMPOBAaHKE JAHHBIX U OOHOBJICHUE
MPOTPaAMMHOTO 00€CTICUeHUS.
pelieHue npoodiaeM, CBI3aHHBIX C
pa3MeIIeHneM BeO-TPUII0KECHHM,
TAaKUX KaK HEMOJAIKU B paboTe
CEpBEPOB, COOM B CETH HIIH
po6IeMbl ¢ 6e30MaCHOCTBIO.
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[1K.4.4

[Tpou3BOAUTH TECTUPOBAHUE
pa3paboTaHHOTO BEO-
HPUIIOKEHHUS.

YMEET:

BBITIOJIHSATH OTJIA/IKy U TECTUPOBAHUE
MIPOrPaMMHOTO KOZa (B TOM YHCIIE C
HCIIOJIb30BaHUEM UHCTPYMEHTAJIbHBIX
CpEeICTB)

BBITIOJTHSATH ONTUMU3ALINIO U
pedaxTopuHr

MIPOrpaMMHOTO KO/1a

KOJIMPOBATh HA CKPUIITOBBIX SI3bIKAX
MIPOrpaMMHUPOBAHHUSL.

TECTUPOBATh BEO-TPUIIOKEHUS C
HCIIOJIb30BAHHUEM TECT-IIJIAHOB
MIPUMEHSITh HHCTPYMEHTBI
MOATOTOBKH TE€CTOBBIX JIAHHBIX
BbIOMpATh 1 KOMOMHUPOBATh TEXHUKH
TECTHUPOBAHUS BEO-TIPIIIOKEHUN
paboTaTh ¢ cucTeMaMH KOHTPOJIS
BEpCUH B

COOTBETCTBHUH C PETrJIaMEHTOM
WCTIOJIH30BAHUS CHCTEMBI KOHTPOJIS
BepcHit

BBITIOJTHSATH TIPOBEPKY BEO-
MIPUIIOKEHUS IO

TEXHUYIECKOMY 3aIaHUIO0

3HAET:

CeTeBbIC MTPOTOKOJIBI U OCHOBBI Web
TEXHOJIOTUI

COBPEMEHHBIE METOIUKH
TECTHUPOBAHUS

SPTrOHOMHKH TOJTB30BATEIHCKUX
uHTepdeiicoB

OCHOBHBIC ITPUHITUITHI OTIAJKH H
TECTHUPOBAHUS TPOTPAMMHBIX
MIPOTYKTOB

METO/Ibl OpraHu3aluu PadoTHI MpU
MIPOBEICHUH MPOLIEAYP TECTUPOBAHUS
BO3MOKHOCTH HCIIOJIb3yEeMOM
CHCTEMBI

KOHTPOJIS BEpCU U
BCIIOMOTATEIIbHBIX
WHCTPYMEHTAIIBHBIX TPOrPAMMHBIX
CpencTB

JUIst 00pabOTKU UCXOIHOTO TEKCTA
MIPOTPaMMHOTO KOJ[a

pErIaMeHT UCTIOIb30BAHMS CUCTEMBI
KOHTPOJIS BEPCUI

MpeIMETHYIO 00JIacTh IPOEKTA ISt
COCTaBJICHUS TECT-IUIAHOB
BJAJEET HABBIKAMMU:
HCIOJIb30BaTh HHCTPYMEHTAJIbHBIE
CpeAcTBa KOHTPOJISI Bepcuii u 0a3
JAaHHBIX, yueTa Ae(eKToB
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TECTUPOBATh BEO-TPUIIOKEHUS C
TOYKH 3PEHUS JIOTMYECKON
LEJOCTHOCTH

TECTUPOBATh UHTETPaLUIO BEO-
IIPUIIOKEHUS

C BHELIHUMH CEPBUCAMHU U YYETHBIMU
CUCTEMaMH

11K 4.5

Ocy1ecTBIATh ayAUT
0€30MacHOCTH BEO-TIPUIIOKECHHS
B COOTBETCTBUU C PETIaMEHTOM
1o 0e30IMaCHOCTH.

YMEET: ocymecTBiasTh Ay IUT
0€301acHOCTH BeO MPHUIIOKEHUN
MOAUGUIIUPOBATH BEO-TIPHIIOKEHUE C
LEJIbI0 BHEAPEHHSI TPOTPAMMHOTO
KOJIa 10 00ecredeHnto 6e30MacHOCTH
ero paboTbl

CIOCOOHOCTH MPOBOJIUTH aYTUT
0€30MacCHOCTH BEO-IIPUIIOKEHUH,
WCIOJIBb3YS PA3IMYHbIE HHCTPYMEHTHI
Y METOJIbl, TAKNE KaK CKAaHWPOBaHHE
ySI3BUMOCTEH, TECTUPOBAHUE HA
MPOHUKHOBEHHUE U aHATIN3 KOJIA.
HABBIKW aHAJIM3a MMOJyYeHHBIX
Pe3yIbTaTOB ayAUTa U TECTUPOBAHUS
Ha IPOHUKHOBEHHE ISl ONIPEICICHUS
YS3BUMOCTEHN U PUCKOB
0€30MaCHOCTH.

YMEHHE TPEOCTABIATh OTUETHI U
PEKOMEHAALNY 110 YIy4IICHHUIO
0€30MacHOCTH BEO-IIPUIIOKEHUN Ha
OCHOBE ITPOBEICHHOTO ayIUTA.
3naer:

UCTOYHHUKH yTpo3 HHPOPMALMOHHOM
0€30MacCHOCTH U MEPHI 10 UX
MIPEJOTBPALLICHUIO

periIaMeHThl M METOJIBI Pa3paboTKH
0€30MacHbBIX BEO-TIPUIIOKEHUN
3HAHUE PA3TMYHBIX HHCTPYMEHTOB U
METOIOB JIJIsl TIPOBEJICHHSI ayTUTa
0€30MaCHOCTH BEO-TTPUIIOKEHUH,
TaKUX KaK CKaHEPHI YS3BUMOCTEH
(Nessus, OpenVAS), UHCTPYMEHTHI
TECTUPOBAHUS Ha IPOHUKHOBEHHE
(Metasploit, Burp Suite) u ananus
koja (SonarQube).

MMOHMMaHHE OCHOBHBIX ysI3BUMOCTEH
U PUCKOB 0€30IaCHOCTH BEO-
MPWIOKECHUN, TAKUX KaK MHBEKIIUH,
MEKCANUTOBBIA CKPUIITUHT, TOAICIIKA
3aIpOCOB MEXAY CalTaMHU U T.1.
3HaHHE METOJIOB U PEKOMEHIallui 10
YCTPAHEHHIO YS3BUMOCTEN U
MOBBILIEHUIO O€3011acCHOCTH BEO-
MPUIIOKEHUN Ha OCHOBE PE3yJIbTaTOB
ayJuTa.
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Biageer HaBbIKAMMU:

obecrieunBaTh 0€30MMACHYIO
6ecniepeboitHyI0 padoTy
OCYIIECTBIICHHUE Ay 1T
0€301aCHOCTH BEO-TIPHIIOKECHUS B
COOTBETCTBHUH C PETIIAMEHTOM I10
0€30MaCHOCTH.

UACHTUDUKAIHS TOTSHIIMATBHBIX
ySI3BUMOCTEHN U PUCKOB 0€3011aCHOCTHU
BEO-TIPUITOKEHUS.

MIPOBEJICHUE TECTUPOBAHUS Ha
MIPOHUKHOBEHUE ISl TPOBEPKH
YPOBHSI 3aIIUTHI BEO-TIPUITOKEHHSL.
aHaJIN3 TIOJYYCHHBIX PE3yJIbTaTOB
ayJMTa U TECTUPOBAHUS HA
MIPOHUKHOBEHUE IS OTIPEICIICHUS
c1abbIX MECT U PEKOMEHIAlUM 110 UX
yCTPaHEHHUIO.

I1K.4.6

MonepHU3UpOBaTh BEO-
IMPUJIOKCHHA C YUCTOM IIPaBUJI U
HOPM IMOJTOTOBKH HH(OpMAIIUN
JUTS| TIONCKOBBIX CHCTEM.

YMEET: moaudunmpoBaTh Ko BeO-
MPUJIOKEHUS B COOTBETCTBHUHU C
TpeOOBAHUSIMU U PETIaMEHTaMU
MOMCKOBBIX CUCTEM. pa3MeIlaTh
TEKCTOBYIO M IpapruecKyro
nH(pOpMaIIMIO Ha CTPAHUIaX BeO
TIPUIIOKEHUS

penaktupoBatb HTML-kox ¢
HCIIOIb30BAaHUEM CUCTEM
agMuHucTpupoBanus. [IpoBepsaTh
HTML-xox Ha COOTBETCTBHE
OTpacieBbIM CTaHAAPTaM
CIIOCOOHOCTh aHAJIM3UPOBATh U
ONITUMU3UPOBATH KOHTEHT BeO-
MIPUJIOKEHUH C y4EeTOM TpeOOBaHUM
MTOMCKOBBIX CHCTEM.

HaBBIKM MCIOJIb30BaHUS
WHCTPYMEHTOB JIJIsl aHAJIN3a
KJIFOUEBBIX CJIOB, aHAU3a
KOHKYPEHTOB 1 MOHUTOPHHTA
MO3ULMKA B TOUCKOBOM BbIAYE.
yMEHHUE pa3padaThiBaTh U
peanuzoBbiBaTh SEO-cTpaTeruu ams
TTOBBIIICHUS BUTUMOCTH BEO-
MPUJIOKEHUN B TIOUCKOBBIX CUCTEMAX.
3HaeT: 0COOEHHOCTH pabOThI CUCTEM
yIpaBJICHUS

caTaMu

MPUHIHITEI PYHKIIHOHUPOBAHUS
MTOMCKOBBIX CEPBUCOB U OCOOEHHOCTHU
ontumuzayu Bed-npunoxxennii mos
Hux (SEO)

METO/IbI ONTUMHU3aIuu Beo-
MIPUJIOKEHU
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1o corpanbubie Meaua (SMO)
3HaHHE OCHOBHBIX MIPABHI U HOPM
MOJIrOTOBKH MH(POPMALIUU TS
MTOMCKOBBIX CHCTEM, TAKMX KaK
HCII0JIb30BAaHUE META-TET OB,
ONTUMMU3AIIMS 3aT0JIOBKOB U
ONMCAaHUM CTPaHUL, UCIOJIb30BAHUE
KJIFOUEBBIX CJIOB U T.1I.

MOHUMaHKE PUHIUIIOB paObOTHI
MTOMCKOBBIX CHUCTEM U aJlTOPUTMOB
pamKupoBaHus, Takux kak Google
PageRank.

3HAHHUE COBPEMEHHBIX METOJIOB U
MHCTPYMEHTOB JIJIsl aHATN3a U
ONTUMHU3ALMYU KOHTEHTa BEO-
MIPUIIOKEHUH, TakuX Kak Google
Analytics, SEMrush, Moz u T.71.
[TOHMMaHUE OCHOBHBIX ITPUHIIUIIOB
paspaboTku u peanuzanuu SEO-
CTpaTeruil Jyist MOBbIILICHUS
BUJIUMOCTHU BEO-TPUIIOKECHHI B
ITOMCKOBBIX CHCTEMAX.

Biaageer HaBBIKaAMU:
MOJIEPHU3UPOBATH BEO-IPUIIOKEHUS C
Y4€TOM INIpaBUJI U HOPM IIOATOTOBKH
nH(pOpMaLIUY 1J11 TOUCKOBBIX CUCTEM
aHaJIN3 U ONTHUMM3ALMsI KOHTEHTA
BEO-TPUIIOKEHUH ¢ yUeTOM MpaBuIl U
HOPM IOATOTOBKU MH(OpMAIK Jyis
MTOMCKOBBIX CHCTEM.

HCIIOJIb30BAHNE COBPEMEHHBIX
METOJI0OB 1 UHCTPYMEHTOB ISl
yJIy4IIeHUs] BUIUMOCTH BeO-
MPUJIOKEHUH B TOUCKOBBIX CUCTEMaX.
npumenenne SEO-cTpareruii 1uis
MOBBILLIEHUS] PEUTHHTA U
IIPUBJICUEHUS 1IEJIEBOM ayAUTOPHH.

11IK.4.7
Pean3oBBIBaTH MEPOIIPUATHS 110
IIPOJIBUYKEHUIO ITPUIIOKEHUSL.

YMEET: nonximodyars u
HACTpauBaTh CUCTEMbl MOHUTOPHHTA
pabotel BeO-npumnoxenuii u

cbopa CTaTUCTHKH €0
WCTIOJIH30BAHUS

COCTaBIISITh OTYET [0 OCHOBHBIM
MOKa3aTessiM HCTIob3oBaHus Beb-
MIPUIIOKEHUN

(pEeNTHHT, UCTOYHUKHU U MTOBEJCHHE
MoJIb30BaTesel, KOHBEPCHS U JIp.)
CIOCOOHOCTH HACTPOUTH COOP
CTaTHCTUKH O paboTe BeO-
MIPWJIOKEHUH, UCTIOIB3YS pa3TIUUHbIE
WHCTPYMEHTHI U TEXHOJIOTUH, TAKHE
KaK MOHUTOPUHT CHCTEMBI, )KYPHAJIBI
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cepBepa, MHCTPYMEHTHI aHATTUTHKY U
T.JI.

HAaBBIKY aHaJIM3a COOpaHHOU
CTaTUCTHKH YIS BBISIBIICHUS IPOOIIEM
Y ONTUMU3AIHAN
MIPOU3BOIUTEIILHOCTH BEO-
IIPUIIOKEHUMN.

YMEHUE MPEIOCTABIATh OTUETHI U
PEKOMEHAALNY TI0 YITY4IICHHIO
paboTHl BEO-NIPUIIOKEHUI HAa OCHOBE
COOpaHHOW CTATHCTUKH.

MOJIKITFOYATh ¥ HACTPANBATh CHCTEMBI
MOHHUTOpHUHTA paboTs Bed-
MPUIIOKEHUN U cOOpa CTATUCTHKH €ro
WCTIOJIH30BAHUS

paboTath C CUCTEMaMH PO IBHIKCHUS
BeO MPUIIOKEHUH.

my0imMKoBaTh HHGOpPMAIHH O BEO
MPUJIOKCHHUHU B CIICIIUATBHBIX
CIPaBOYHHUKAX U KaTaJorax
OCYIIECTBIISATH MOA0OP M aHAIIU3
KITFOUEBBIX

cJIoB 1 (hpa3 Juisi COOTBETCTBYOIIICH
MIpeIMETHOM 00J1acTH C
HCIIOJIb30BaHUEM
CHETMATN3UPOBAHHBIX POTPAMMHBIX
CpeACTB

COCTABIISATh TEKCTHI, BKITFOYAOIINE
CCBUIKH

HA MPOJBUTAEMbBIN CalT, A
pa3MenieHus

Ha calTax NapTHEPOB

OCYIIECTBISTH ONTHUMHU3ALINIO
MIPHIOKCHUH C TICITBIO TTOBBIIICHUS
€ro peTHHTa B CETH MHTEPHET.
yMEHHUE pa3padaThiBaTh U
pealn30BhIBATh CTPATETUN
TIPOJIBHKCHHSI IPUITOKCHHM,
yUUTHIBas 1€ Ou3Heca u
MOTPEOHOCTH TETICBOM Ay TUTOPHH.
HAaBBIKU TIPOBEICHHSI MAPKETHHTOBBIX
WCCIICIOBAHHM TSI OTIPEICIICHUS
1[EJIeBOW ayTMTOPUU U KOHKYPEHTHOU
Cpenpl.

yYMEHHE CO3/]aBaTh KAYeCTBEHHBIN
KOHTCHT JIJISl IPUBIICYCHUS

yAep KaHUS M0JIb30BATENICH, BKITFOUAs
OTMCaHMSI TPHUIIOKCHHUS, BUICO
0030pBl, OJIOTH U COIUAIbHEBIE MeTUa
My OJIMKAITUH.

HAaBBIKU Pa3pabOTKH U peau3aiun
PEKJIAMHBIX KaMITAHUH JUTSI
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MOBBIIIEHUS] BUIUMOCTH
MIPUJIOKEHHUS, BKIIFOUasi KOHTEKCTHYIO
peKiIaMy, peKkjiaMmy B COITUATIBHBIX
CEeTSIX U MapTHEPCKUE MPOTrPaMMBbI.
yYMEHHUE aHATU3HPOBAThH

3 PEKTUBHOCTH MEPOTIPHUATHH 110
MIPOABIDKEHHIO U ONITUMH3HPOBATH
CTpaTeruio Ha OCHOBE MOJIYYEHHBIX
pe3yIbTaToB.

3HaeT: OCHOBHBIE [TOKA3aTEIH
WCIIOJIb30BAHUS

BEO-TIPUIIOKEHUN U CITOCOOBI X
aHamm3a

3HAHHE PA3IMYHBIX METOJOB U
WHCTPYMEHTOB JJIsi cOOpa CTaTHCTUKU
0 paboTte BeO-TIPUIIOKEHUM, TAKHX
KaK MOHUTOpPHUHT cucteM (Nagios,
Zabbix), aHATUTHIECKHEC
uHcTpyMeHThl (Google Analytics,
ELK Stack) u uHCTpyMEHTBI
npodunupoBanus koga (Xdebug,
Blackfire).

MMOHMMAaHUE OCHOBHBIX METPUK U
MOKa3aTeye Mpou3BOIUTEIbHOCTH
BEO-TIPUIIOKEHHM, TAKMX KaK BpeMs
OTKJIMKA, TTPOITYCKHAs CIIOCOOHOCTb,
HCIOJIb30BAHUE PECYPCOB U T.JI.
3HaHUE METOJIOB ONITUMHU3AIUH U
yJIy4IIEHUS IPOU3BOAUTEIBHOCTH
BEO-NPUIIOKEHUI Ha OCHOBE aHAJIN3a
COOpaHHON CTaTUCTUKH.

MIPUHIIMITEI (PYHKITHOHUPOBAHUS
MTOMCKOBBIX CEPBHCOB.

BUJIBI 1 METOJIBI pacdeTa HHIEKCOB
LHUTHPYEMOCTH BeO-IPUITOKEHU I
(THLL, BULY)

CTpaTeruH NMPOJBIKEHUS BEO-
MPUIIOKEHNIB ceTn HTepHeT
BU/IbI TIOUCKOBBIX 3aIIPOCOB
M0JIb30BaTENEN

B UHTEpHETE

MpOTrpaMMHEIE CPEJICTBA U
T1aThOPMBI IS

mo100pa KITFOYEBBIX CIIOBOCOYETAHUH,
OTpaXKaloOIIKX CIEIU(HKY caiiTa
WHCTPYMEHTHI cOOpa U aHaIu3a
MTOUCKOBBIX

3a1pocoB

3HaHUE OCHOBHBIX NPUHIIUIIOB
MapKeTHHTa U MPOABHKEHUS
MIPUIIOKEHUMN.

MTOHMMAaHHE 11eJIeBON ayIMTOPUU U
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KOHKYPEHTHOM cpefbl B cepe
TIPUIIOKEHUH.

3HAaHUE Pa3IMYHBIX HHCTPYMEHTOB U
1aTopM s CO3AAHUSA U
ONTUMH3AIMY KOHTEHTA, TAKUX KaK
WordPress

MMOHMMaHKHE OCHOBHBIX METOIOB
PEKJIaMBbl U IPOJIBUKEHUS B
MHTEpHETE, BKII0Yasi KOHTEKCTHYIO
peKiamMy, pekjiaMmy B COLMAIbHBIX
CeTAX U MapTHEPCKHUE MPOTPAMMBI.
3HaHUE METOJI0B aHAJIN3a

3G GEKTUBHOCTH MEPOIPUATHH 10
IIPOABIKEHUIO U ONITUMU3ALMU
CTpaTeTHH Ha OCHOBE MOJYYCHHBIX
pe3yJIbTaToB.

Baajneer HaBbIKaAMU:
peann30BBIBATH MEPOIIPUSATHS 110
IIPOABHKEHHIO BEO-TIPHIIOKEHHI B
cetu aTepuer

coOupaTh U IpeBapUTEIILHO
aHAJM3UPOBATh CTATUCTHYECKYIO
nH(popManuw o padore BeO-
MIPUIIOKEHUN

cOOp CTaTUYECKOM CTaTUCTUKHU O
paboTte BeO-MIPUIIOKEHNHN, TAKON KaK
BpeMsl OTKJIMKA, KOJTMYECTBO
3ampoCOB U OMIUOOK, UCTIOJIb30BAHNE
PECypCcoB H T.JI.

aHaJIN3 COOpaHHON CTATUCTUKH IS
ornpenenenus 3pPpeKkTuBHOCTH
paboThl BEO-NPUITOKEHUS U
BBISIBJIEHUS] BO3MOXKHBIX Ipo0IeM
W y3KUX MECT.

MIPUMEHEHHE METO0B U
WHCTPYMEHTOB JIJIsl aHAJIH3a
MIPOU3BOIUTENILHOCTH BEO-
MPUIIOKEHNHN, TAKUX KAaK MOHUTOPUHT
CHCTEM, aHAIUTUKA TaHHBIX U
npodunupoBaHue Koa.
peann30BBIBaTh MEPOIPUSATHS 110
MIPOIBIDKEHHIO BEO-TIPIIIOKEHHH B
cetu nTepuer

coOuparth U MpeBapUTEIHHO
aHAJM3UPOBATh CTATUCTHYECKYIO
nH(popManuo o padore BeO-
MIPUIIOKEHUN

pa3paboTKa U peanu3anus CTpaTeruu
MPOABIDKEHHSI TPUIIOKECHUS B
COOTBETCTBUH C LEIISIMU U
noTpeOHOCTAMH OU3HECA.
IIPOBE/IEHUE MAPKETHHIOBBIX
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WCCIICTIOBAHUM JIJISl OTIPEICICHUS
1I€JIEBOM ayIUTOPUU U KOHKYPEHTHOM
Cpenpl.

CO3/IaHHE U ONTUMHU3ALINS KOHTEHTA
JUTSL TIPUBJICUCHUS U YACPKAHUS
10JIb30BaTeNei, BKIIIOYask OMMCAHUS
MPUIIOKEHHUS, BUI€0 0030pbI, OJ10TH U
collMajbHbIe MeNa My OIUKaIUK.
pa3paboTka u peanu3anus
PEKIaMHBIX KaMIaHUH IS
MOBBIIICHUS BUAUMOCTH
MIPUJIOXKEHHUS, BKIIF0Uasi KOHTEKCTHYIO
peKIaMy, peKkjiaMmy B COITUATbHBIX
CEeTSIX U MapTHEPCKUE MPOTPAMMBI.
aHamu3 3QPEeKTUBHOCTH
MEPOIPHUATHIH 10 MPOABIKEHUIO U
ONITUMU3AIHS CTPATETUU Ha OCHOBE
MIOJTYYSHHBIX PE3YJIbTaTOB.

OK 01. Bsibupars crnocoOsbl
peuieHHs 3a1a4
npodeCcCHOHAILHON
JESITeIIbHOCTH TIPUMEHHUTEIILHO K
Pa3IMYHBIM KOHTCKCTaM

Ymeer:

pacrno3HaBaTh 33/1a4y U/UIu
mpoOyieMy B Ipo¢eCCHOHATBHOM
W/WJM COIUAIIBHOM KOHTEKCTE,
aHAJM3UPOBATH U BBIJCIATH €€
COCTaBHbIE YaCTH

OTIPENIeNIATH ATAITBI PEIICHHS 33/]auH,
COCTaBJIATH MJIAaH JCUCTBUSA,
peanr30BbIBATh COCTABJICHHBIN IJIAH,
OTIpeIeNIATh HEOOXOIUMBbIE PECYPChI
BBISBJIATH U 3()(PEKTUBHO UCKATH
nHbOopMaINIo, HEOOXOTUMYIO TS
pelIeHns 3a/1a4M U/ Ui npoOIemMbl
BIIQ/IETh aKTyaJIbHBIMU METOAAMHU
paboThl B TPOPECCHOHAIBHON U
CMEXHBIX chepax

OLIEHUBATh Pe3yJIbTAT U MOCIEICTBHU
CBOMX JCUCTBUI (CAMOCTOSITENILHO
WIH C TIOMOIIbIO HACTABHHUKA)
3naer:

aKTyaJbHbII MPO(hecCHOHATBHBIN U
COITMAITbHBINA KOHTEKCT, B KOTOPOM
MPUXOAUTCS PabOTaTh U KUTh
CTPYKTypa IUIaHa JJis pelieHus
3a/1a4, aJrOPUTMBI BBITTOJIHEHUS
pabot B mpodeccruoHaTbHON 1
CMEXKHBIX 00JIacTsIX

OCHOBHbBIE€ HCTOYHUKU HH(OPMAIIUU U
pecypchl ISl petieHus 3a1ad u/uiu
npo6sieM B TpoPeCCHOHAIIBHOM W/UITH
COLIMAJIbHOM KOHTEKCTE

MeTObI pabOTHI B
npodecCHOHATEHON U CMEXKHBIX

chepax
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MOPSAJIOK OLIEHKH PE3YJIbTAaTOB
pelieHus 3a1a4 npodeccuoHaibHON
JESTEIbHOCTH

OK 02. Mcnonb3oBaTh
COBPEMEHHBIC CPEJICTBA MTOKCKA,
aHaJIM3a U UHTEPIIPETAIUN
uHpopmanuu u
WH(OPMAIIMOHHBIEC TEXHOJIOTUU
JUTSL BBITIOJIHEHUS 32144
npodecCHOHAIbHON
JeSITeIIbHOCTH

Ymeer:

OTIpeACIIATh 3aJa4u Ui TOUCKa
nH(pOpMaINH, INITAHUPOBATH MPOLIECC
MIOKMCKA, BBIOMPATh HEOOXOIMMbIE
WCTOYHUKH MH(POPMALIUU

BBIIETISITH HanboJiee 3HaYNMOe B
nepeyHe HHpopmau,
CTPYKTYpHUPOBATH MOJTy4aeMy0
uHpopmanuio, oHopMISITh
pe3yNbTaThl MOMCKA

OLIEHUBATh MPAKTUYECKYIO
3HAYUMOCTD PE3yJIbTATOB IMOUCKA
MPUMEHSTH CPENICTBA
MH(OPMALIMOHHBIX TEXHOJIOTHH 715
peteHust mpoheCCHOHATBHBIX 3a/1a4
HCIIOJIb30BaTh COBPEMEHHOE
MporpaMMHOE 00eCIIeueHUE B
poeCCUOHATILHOM 1eATEIbHOCTH
WCTIOJIH30BATh PA3INYHBIC IIUPPOBHIE
CpeACTBa JJIs pelIeHus
po¢eCCUOHAIBHBIX 3a]1a4

3Haer:

HOMEHKJIATypy HH()OPMAIIHOHHBIX
HMCTOYHUKOB, IPUMEHSIEMBIX B
po¢eCCUOHATBHON IeATETLHOCTH
MIPUEMBI CTPYKTYpPHUPOBAHUS
nHpopmanuu

¢bopmat opopmiieHHs pe3yIbTaTOB
MoKMCcKa MHPpOpMaIUN

COBpPEMEHHBIE CPE/ICTBA U YCTPOUCTBA
nH(POPMATH3ALINH, TTOPSATOK UX
MIPUMEHEHHUS U

MporpaMMHOE 00eCIIeYeHUE B
npoecCUOHATLHOMN EATEIbHOCTH, B
TOM YHCIIe ITU(POBBIE CPEICTBA
TICUXOJIOTUYECKUE OCHOBBI
JeSITeITbHOCTH KOJUICKTHBA

OK 05. Ocy11ecTBIsATh YCTHYIO
Y UCbMEHHYI0 KOMMYHHKAITHIO
Ha roCyIapCTBEHHOM S3BIKE
Poccuiickoit ®enepannu ¢
y4eToM 0cOOEHHOCTEH
COLIMAJILHOTO U KYJBTYPHOT'O
KOHTEKCTa

Ymeer:

IPaMOTHO U3JIaraTh CBOM MBICIIU U
oQOpMIISTH TOKYMEHTHI 110
npodeCCHOHABPHON TEeMaTHUKE Ha
rOCy/IapCTBEHHOM SI3BIKE

MIPOSBIIATH TOJIEPAHTHOCTH B pabouem
KOJUICKTHBE

3naert:

IIPaBUJIA IOCTPOEHHUS YCTHBIX
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COOOILIEHU
OCOOEHHOCTH COLIMAIIBHOTO U
KYJIbBTYPHOI'O KOHTEKCTa

OK 09

ITonw3oBaThCA
npohecCHOHATBLHOM
JIOKyMEHTaIlMel Ha
rOCy/apCTBEHHOM U
WHOCTPAHHOM SI3bIKaX

Ymeer:

MMOHUMATh OOIIHIA CMBICI YETKO
MIPOU3HECCHHBIX BBICKA3BIBAHUH HA
W3BECTHBIE TEMBI
(mpodeccroHanbHbIC U OBITOBEIC),
MMOHUMATh TEKCTHI Ha 0a30BbIC
npodeccnOHATLHBIC TEMBI
y4acTBOBAaTh B IMAJIOTaX Ha
3HAKOMBIE 00IIHe U
poheCCHOHATLHBIC TEMBI

CTPOUTH MPOCTHIC BHICKA3bIBAHUS O
cebe 1 0 cBoel mpodeccuoHaIbHON
JeSTeTbHOCTH

KpaTKo 00O0CHOBBIBATh M OOBSICHSATH
CBOM JICHCTBUS (TEKYITUE U
IJIAaHUPYEMBbIE)

MUCATh MPOCTHIE CBS3HBIE COOOIICHHS
Ha 3HaKOMBIE WJIM UHTEPECYIOLTHE
npodecCuOHANTbHBIE TEMBI

3naer:

MIpaBWJIa TOCTPOCHUS MTPOCTHIX U
CIIOKHBIX MPEATIOKEHUN Ha
npo¢ecCuOHANTBHBIE TEMbI
OCHOBHBIE 001IeyIOTPEOUTENbHBIE
riarojsl (ObITOBas U
npodeccroHanbHas TEeKCHKaA)
JIEKCUYECKUI MUHUMYM,
OTHOCSIIIUIACS K ONTUCAHHIO
MIPEIMETOB, CPEJICTB U TIPOIIECCOB
npodeccroHaBbHOMN 1eATENbHOCTH
0COOEHHOCTH NMPOU3HOILICHUS
MIpaBUJIa YTEHUS TEKCTOB
npodheCCHOHATBHON HANIPABIECHHOCTH
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JUCT PETUCTPAIIMU U3SMEHEHUI

Jlara,
HOMeEp
No MPOTOKOJIA
I 1; Conepkanue n3MeHeHUs! 3acelaHuA
o Kadeaphbl,
NOANNUCH
3aB.Kadeapou
1 2 3
1
2
3
4
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